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Finite and discrete probability distributions

To understand the algorithmic aspects of number theory and algebra, and appli-
cations such as cryptography, a firm grasp of the basics of probability theory is
required. This chapter introduces concepts from probability theory, starting with
the basic notions of probability distributions on finite sample spaces, and then
continuing with conditional probability and independence, random variables, and
expectation. Applications such as “balls and bins,” “hash functions,” and the “left-
over hash lemma” are also discussed. The chapter closes by extending the basic
theory to probability distributions on countably infinite sample spaces.

8.1 Basic definitions

Let ©Q be a finite, non-empty set. A probability distribution on (2 is a function
P : Q — [0, 1] that satisfies the following property:

D P) =1. 8.1)
weQR
The set 2 is called the sample space of P.

Intuitively, the elements of (2 represent the possible outcomes of a random
experiment, where the probability of outcome @ € € is P(w). For now, we
shall only consider probability distributions on finite sample spaces. Later in this
chapter, in §8.10, we generalize this to allow probability distributions on countably
infinite sample spaces.

Example 8.1. If we think of rolling a fair die, then setting Q2 := {1,2,3,4,5,6},
and P(w) := 1/6 for all ® € Q, gives a probability distribution that naturally
describes the possible outcomes of the experiment. O

Example 8.2. More generally, if £ is any non-empty, finite set, and P(w) := 1/|Q)|
for all w € €2, then P is called the uniform distribution on 2. O
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208 Finite and discrete probability distributions

Example 8.3. A coin toss is an example of a Bernoulli trial, which in general
is an experiment with only two possible outcomes: success, which occurs with
probability p; and failure, which occurs with probability ¢ := 1 — p. Of course,
success and failure are arbitrary names, which can be changed as convenient. In the
case of a coin, we might associate success with the outcome that the coin comes up
heads. For a fair coin, we have p = ¢ = 1/2; for a biased coin, we have p # 1/2. O

An event is a subset .4 of €2, and the probability of A is defined to be
PlA]:= ) P(o). (8.2)

weEA
While an event is simply a subset of the sample space, when discussing the proba-
bility of an event (or other properties to be introduced later), the discussion always
takes place relative to a particular probability distribution, which may be implicit
from context.

For events .A and B, their union .A U 13 logically represents the event that either
the event A or the event 3 occurs (or both), while their intersection .4 N B logi-
cally represents the event that both A and B occur. For an event A, we define its
complement A := Q \ A, which logically represents the event that .A does not
occur.

In working with events, one makes frequent use of the usual rules of Boolean
logic. De Morgan’s law says that for all events .4 and 5,

AUB=ANB and ANB=AUB.
We also have the Boolean distributive law: for all events A, /3, and C,
ANBUC)=ANBUANC) and AUMBNC)=(AUB)N(AUC).

Example 8.4. Continuing with Example 8.1, the event that the die has an odd
value is A := {1,3,5}, and we have P[.A] = 1/2. The event that the die has a
value greater than 2 is B := {3, 4 5,6}, and P[B] = 2/3. The event that the die
has a value that is at most 2 is B = {1,2}, and P[BB] = 1/3. The event that the
value of the die is odd or exceeds 2is AUB = {1,3,4,5,6},and PLAUB] = 5/6.
The event that the value of the die is odd and exceeds 2 is A N B = {3,5}, and
PlANB]=1/3. O

Example 8.5. If P is the uniform distribution on a set €2, and A is a subset of €2,
then P[A] = |A|/|€Q].

We next derive some elementary facts about probabilities of certain events, and
relations among them. It is clear from the definitions that

P[#] =0 and P[Q] =1,
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and that for every event .A, we have
PlA] =1-P[A]
Now consider events A and B, and their union .A U B. We have
P[ AU B] < P[A] + P[B]; (8.3)

MOreover,
P[A U B] = P[A] + P[B] if A and B are disjoint, (8.4)

that is, if A N B = @. The exact formula for arbitrary events .A and B is:
P[AU B] = P[A] + P[B] — P[ AN B]. (8.5)
(8.3), (8.4), and (8.5) all follow from the observation that in the expression
PLA]+P[B] = ) P(@)+ ) P(w),

weA weB
the value P(w) is counted once for each w € A U 3, except for those w € AN B,
for which P(w) is counted twice.

Example 8.6. Alice rolls two dice, and asks Bob to guess a value that appears on
either of the two dice (without looking). Let us model this situation by considering
the uniform distribution on Q2 := {1,...,6} x {1,...,6}, where for each pair
(s,1) € Q, s represents the value of the first die, and ¢ the value of the second.

Fork =1,...,6, let A, be the event that the first die is k, and /3, the event that
the second die is k. Let C, = Ay U B be the event that k appears on either of the
two dice. No matter what value k Bob chooses, the probability that this choice is
correct is

P[Ck] = PLAx U By] = PLAk] + P[Bi] — P[Ax N Byl
=1/6+1/6—-1/36=11/36,
which is slightly less than the estimate P[.Ax] + P[/3;] obtained from (8.3). O
If { A;}ier is afamily of events, indexed by some set I, we can naturally form the
union Ul.E 1 Ai and intersection ﬂi g Ai If T = @, then by definition, the union is @,
and by special convention, the intersection is the entire sample space £2. Logically,

the union represents the event that some .A; occurs, and the intersection represents
the event that all the A;’s occur. De Morgan’s law generalizes as follows:

UA,-:ﬂZ,- and nAi=UZia

iel iel iel iel
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and if BB is an event, then the Boolean distributive law generalizes as follows:

Bo(Ua)=Umsna and Bu (ﬂ A;) = BU A,
iel iel iel iel
We now generalize (8.3), (8.4), and (8.5) from pairs of events to families of

events. Let {A,;};er be a finite family of events (i.e., the index set I is finite).
Using (8.3), it follows by induction on || that

P[U A,-] < ) PLA, (8.6)
iel iel
which is known as Boole’s inequality (and sometimes called the union bound).
Analogously, using (8.4), it follows by induction on || that

P [U A,-] = 3 LA if (A} er is pairwise disjoint, (8.7)

iel il
thatis, if A;N.A; = @foralli,j € I withi # j. We shall refer to (8.7) as Boole’s
equality. Both (8.6) and (8.7) are invaluable tools in calculating or estimating the
probability of an event .4 by breaking A up into a family {.A;};e; of smaller, and
hopefully simpler, events, whose union is .4. We shall make frequent use of them.

The generalization of (8.5) is messier. Consider first the case of three events, A,
B, and C. We have

P[AuBUC] =P[A]+P[B]+P[C]-P[ANB]-P[ANC]-P[BNC]
+PANBNC].

Thus, starting with the sum of the probabilities of the individual events, we have
to subtract a “correction term” that consists of the sum of probabilities of all inter-
sections of pairs of events; however, this is an “over-correction,” and we have to
correct the correction by adding back in the probability of the intersection of all
three events. The general statement is as follows:

Theorem 8.1 (Inclusion/exclusion principle). Let {A;};c; be a finite family of

events. Then
P[U A,-] = Y Wi P[ﬂ A,],

iel pCJcI JjeJ

the sum being over all non-empty subsets J of 1.

Proof. For w € Q and B C €, define 6,[B] := 1 if w € B, and 6,[B] := 0
if o ¢ B. As a function of w, 6,[B] is simply the characteristic function of
B. One may easily verify that for all ® € Q, B C @, and C C 2, we have
6o[B] = 1 — 6,[B] and 6,[B N C] = 6,[B16,[C]. It is also easily seen that for
every B C Q, we have )’ P(w)é,[B] = P[B].

weN
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Let A :=J,; Ai,andfor J C I,let Ay :=[),.; A,. Forevery w € Q,

jedJ
= 80141 = 8041 = 8,| () &i] = [T 60141 = []01 - 8ulA4:D
iel iel iel
= Y DY 6ul41 = Y (=D 5, 1401,
Jcr jeJ Jcr
and so
ol Al= ) (=DY1716, 14,1, (8.8)

gcJcI

Multiplying (8.8) by P(®), and summing over all @ € €2, we have
= Y P@)s,[Al = Y P(@) DY (=DVI6,[14,]

weR weQ pCJcI
= ) DY Y P@)s,[A = ) (—DYITPLAL O
gCJcI wEN pcJcI

One can also state the inclusion/exclusion principle in a slightly different way,
splitting the sum into terms with |J| = 1, |J| = 2, etc., as follows:

11|

PlUA =X Prad + Z( D=t Y P[4,

iel iel JcI jeJ
|J1=k

where the last sum in this formula is taken over all subsets J of I of size k.

We next consider a useful way to “glue together” probability distributions. Sup-
pose one conducts two physically separate and unrelated random experiments, with
each experiment modeled separately as a probability distribution. What we would
like is a way to combine these distributions, obtaining a single probability dis-
tribution that models the two experiments as one grand experiment. This can be
accomplished in general, as follows.

Let Py : 2 — [0,1] and P, : £, — [0, 1] be probability distributions. Their
product distribution P := P P, is defined as follows:

P: Qi xQ,—[0,1]
(@1, 02) = Pi(w)) Pa(w2).

It is easily verified that P is a probability distribution on the sample space £2; x £2:
Y Plonm) = Y Pi(@1)Pa(wr) = (Y Pi(@)) (D Palwy)) =1-1=1.
[ (%)

1,02 1,02

More generally, if P; : ©; — [0, 1], fori = 1,..., n, are probability distributions,
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then their product distribution is P := Py - - - P,, where

P: 2 x---x0Q,—10,1]
(1,...,0,) = Pi(@1) - - - Pp(wy).

If Py = Py = --- = P,, then we may write P = P}. It is clear from the definitions
that if each P; is the uniform distribution on £2;, then P is the uniform distribution
on Q) X+ x £,

Example 8.7. We can view the probability distribution P in Example 8.6 as P2,
where P; is the uniform distribution on {1,...,6}. O

Example 8.8. Suppose we have a coin that comes up heads with some probability
p, and tails with probability ¢ := 1 — p. We toss the coin » times, and record the
outcomes. We can model this as the product distribution P = P’l1 , where P is the
distribution of a Bernoulli trial (see Example 8.3) with success probability p, and
where we identify success with heads, and failure with tails. The sample space €2
of P is the set of all 2" tuples ® = (wy,...,wy,), where each w; is either heads or
tails. If the tuple w has k heads and n — k tails, then P(w) = pkq"*, regardless of
the positions of the heads and fails in the tuple.

Foreach k = 0,...,n, let A, be the event that our coin comes up heads exactly
k times. As a set, Ay consists of all those tuples in the sample space with exactly

k heads, and so
n
| Akl = (k)

PLA] = (Z)p"q""‘.

from which it follows that

If our coin is a fair coin, so that p = ¢ = 1/2, then P is the uniform distribution on
€, and for each k = 0,...,n, we have

P[A.] = <Z>2—". O

Suppose P : Q2 — [0, 1] is a probability distribution. The support of P is defined
to be the set {w € Q : P(w) # 0}. Now consider another probability distribution
P . Q' — [0, 1]. Of course, these two distributions are equal if and only if 2 = Q'
and P(w) = P'(w) for all w € . However, it is natural and convenient to have a
more relaxed notion of equality. We shall say that P and P’ are essentially equal if
the restriction of P to its support is equal to the restriction of P’ to its support. For

example, if P is the probability distribution on {1,2,3,4} that assigns probability
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1/3 to 1, 2, and 3, and probability O to 4, we may say that P is essentially the
uniform distribution on {1, 2, 3}.

EXERCISE 8.1. Show that P[ A N B]P[A U B] < P[A]P[/3] for all events A, 5.

EXERCISE 8.2. Suppose A, BB, C are events such that A N C = BN C. Show that
|P[A] - P[B]| < P[C].

EXERCISE 8.3. Let m be a positive integer, and let a(m) be the probability that a
number chosen at random from {1,...,m} is divisible by either 4, 5, or 6. Write
down an exact formula for a(m), and also show that a(m) = 14/30 + O(1/m).

EXERCISE 8.4. This exercise asks you to generalize Boole’s inequality (8.6),
proving Bonferroni’s inequalities. Let {.A;};c; be a finite family of events, where
n:=|I|. Form=0,...,n,define

m

ani= Y (Y P[ﬂ A,-].

k=1 JCI jeJ
|J]=k
Also, define
a:=P [U A,‘] .
iel

Show that ¢ < a,, if m is odd, and a > «,, if m is even. Hint: use induction on n.

8.2 Conditional probability and independence

Let P be a probability distribution on a sample space 2.
For a given event B C Q with P[3] # 0, and for € Q, let us define

P(w)/PIB] ifw € B,
0 otherwise.

P(w | B) := {

Viewing B as fixed, the function P(: | 3) is a new probability distribution on the
sample space €2, called the conditional distribution (derived from P) given 5.

Intuitively, P(- | B) has the following interpretation. Suppose a random exper-
iment produces an outcome according to the distribution P. Further, suppose we
learn that the event BB has occurred, but nothing else about the outcome. Then the
distribution P(- | B) assigns new probabilities to all possible outcomes, reflecting
the partial knowledge that the event 3 has occurred.
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For a given event A C Q, its probability with respect to the conditional distri-
bution given 5 is

P[ANB
[A]|B] = ZP(wlB) P[g] ].
w€eA

The value P[A | ] is called the conditional probability of .4 given /3. Again,
the intuition is that this is the probability that the event .4 occurs, given the partial
knowledge that the event 3 has occurred.

For events A and B, if P[.A N B] = P[A]P[B], then A and B are called inde-
pendent events. If P[3] # 0, one easily sees that A and B are independent if
and only if P[A | B] = P[A]; intuitively, independence means that the partial
knowledge that event /3 has occurred does not affect the likelihood that A occurs.

Example 8.9. Suppose P is the uniform distribution on £, and that 3 C Q2 with
P[B] # 0. Then the conditional distribution given B is essentially the uniform
distribution on B. O

Example 8.10. Consider again Example 8.4, where A is the event that the value
on the die is odd, and B is the event that the value of the die exceeds 2. Then as
we calculated, P[.A] = 1/2, P[B] = 2/3, and P[ AN B] = 1/3; thus, P[AN B] =
P[A] P[B], and we conclude that .A and B are independent. Indeed, P[A | B] =
(1/3)/(2/3) = 1/2 = P[.A]; intuitively, given the partial knowledge that the value
on the die exceeds 2, we know it is equally likely to be either 3, 4, 5, or 6, and so
the conditional probability that it is odd is 1/2.

However, consider the event C that the value on the die exceeds 3. We have
P[C] = 1/2 and P[ANC] = 1/6 # 1/4, from which we conclude that .4 and C
are not independent. Indeed, P[A | C] = (1/6)/(1/2) = 1/3 # P[.A]; intuitively,
given the partial knowledge that the value on the die exceeds 3, we know it is
equally likely to be either 4, 5, or 6, and so the conditional probability that it is odd
isjust 1/3,and not 1/2. O

Example 8.11. In Example 8.6, suppose that Alice tells Bob the sum of the two
dice before Bob makes his guess. The following table is useful for visualizing the
situation:

6|7 8 9 10 11 12
5/6 7 8 9 10 11
415 6 7 8 9 10
314 5 6 7 8 9
213 4 5 6 7 8
112 3 4 5 6 7

1 2 3 4 5 6

For example, suppose Alice tells Bob the sum is 4. Then what is Bob’s best strategy
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in this case? Let D, be the event that the sum is ¢, for £ = 2,...,12, and consider
the conditional distribution given D4. This conditional distribution is essentially
the uniform distribution on the set {(1, 3), (2,2), (3, 1)}. The numbers 1 and 3 both
appear in two pairs, while the number 2 appears in just one pair. Therefore,

PICi | D4] = P[C3 | D4] = 2/3,

while
PICy | D4l =1/3

and
P[C4 | D4] = P[Cs | D4] = P[Cs | D4] = 0.

Thus, if the sum is 4, Bob’s best strategy is to guess either 1 or 3, which will be
correct with probability 2/3.

Similarly, if the sum is 5, then we consider the conditional distribution given Ds,
which is essentially the uniform distribution on {(1,4), (2,3), (3,2), (4, 1)}. In this
case, Bob should choose one of the numbers k = 1,...,4, each of which will be
correct with probability P[Cy | Ds] = 1/2. O

Suppose {3;}icr is a finite, pairwise disjoint family of events, whose union is
Q. Now consider an arbitrary event .A. Since {.A N BB;};cr is a pairwise disjoint
family of events whose union is A, Boole’s equality (8.7) implies

PLA] =) PLANB]. (8.9)
iel

Furthermore, if each B; occurs with non-zero probability (so that, in particular,
{B;}ier is a partition of £2), then we have

PLA] = ) PLA|B]PLB]. (8.10)
iel
If, in addition, P[.A] # O, then for each j € I, we have
PlANB;]  PlA | B;j]1 P[]
PLAT X  PLA| BIPLBI
Equations (8.9) and (8.10) are sometimes called the law of total probability, while
equation (8.11) is known as Bayes’ theorem. Equation (8.10) (resp., (8.11)) is

useful for computing or estimating P[.A] (resp., P[B; | .A]) by conditioning on the
events B3;.

PB; | A] = (8.11)

Example 8.12. Let us continue with Example 8.11, and compute Bob’s overall
probability of winning, assuming he follows an optimal strategy. If the sum is 2 or
12, clearly there is only one sensible choice for Bob to make, and it will certainly
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be correct. If the sum is any other number ¢, and there are N, pairs in the sample
space that sum to that number, then there will always be a value that appears in
exactly 2 of these N, pairs, and Bob should choose such a value (see the diagram
in Example 8.11). Indeed, this is achieved by the simple rule of choosing the value
1if £ <7, and the value 6 if £ > 7. This is an optimal strategy for Bob, and if C is
the event that Bob wins following this strategy, then by total probability (8.10), we

have
12

PIC] = ) PIC | D] P[D,].

(=2
Moreover,
PIC | DolPIDsl = 1 - = = = PIC| Dl P[D1] = 1+ = = =,
36 36 36 36
and for¢ = 3,...,11, we have
PIC | Dy1PID,] = N% = %
Therefore,

1 1 9 10

"3 36 T8I

Example 8.13. Suppose that the rate of incidence of disease X in the overall pop-
ulation is 1%. Also suppose that there is a test for disease X; however, the test is
not perfect: it has a 5% false positive rate (i.e., 5% of healthy patients test positive
for the disease), and a 2% false negative rate (i.e., 2% of sick patients test negative
for the disease). A doctor gives the test to a patient and it comes out positive. How
should the doctor advise his patient? In particular, what is the probability that the
patient actually has disease X, given a positive test result?

Amazingly, many trained doctors will say the probability is 95%, since the test
has a false positive rate of 5%. However, this conclusion is completely wrong.

Let A be the event that the test is positive and let 3 be the event that the patient
has disease X. The relevant quantity that we need to estimate is P[5 | A]; that is,
the probability that the patient has disease X, given a positive test result. We use
Bayes’ theorem to do this:

PLB| A] = P[LA | B] P[B] _ 0.98 - 0.01

P[A | BIP[B]+P[A|B]P[B] 0.98-0.01+0.05-0.99
Thus, the chances that the patient has disease X given a positive test result are just
17%. The correct intuition here is that it is much more likely to get a false positive

than it is to actually have the disease.
Of course, the real world is a bit more complicated than this example suggests:

P[C]

~ 0.17.
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the doctor may be giving the patient the test because other risk factors or symp-
toms may suggest that the patient is more likely to have the disease than a random
member of the population, in which case the above analysis does not apply. O

Example 8.14. This example is based on the TV game show “Let’s make a deal,”
which was popular in the 1970’s. In this game, a contestant chooses one of three
doors. Behind two doors is a “zonk,” that is, something amusing but of little or
no value, such as a goat, and behind one of the doors is a “grand prize,” such
as a car or vacation package. We may assume that the door behind which the
grand prize is placed is chosen at random from among the three doors, with equal
probability. After the contestant chooses a door, the host of the show, Monty Hall,
always reveals a zonk behind one of the two doors not chosen by the contestant.
The contestant is then given a choice: either stay with his initial choice of door, or
switch to the other unopened door. After the contestant finalizes his decision on
which door to choose, that door is opened and he wins whatever is behind it. The
question is, which strategy is better for the contestant: to stay or to switch?

Let us evaluate the two strategies. If the contestant always stays with his initial
selection, then it is clear that his probability of success is exactly 1/3.

Now consider the strategy of always switching. Let B be the event that the
contestant’s initial choice was correct, and let A be the event that the contestant
wins the grand prize. On the one hand, if the contestant’s initial choice was correct,
then switching will certainly lead to failure (in this case, Monty has two doors to
choose from, but his choice does not affect the outcome). Thus, P[A | B] = 0.
On the other hand, suppose that the contestant’s initial choice was incorrect, so
that one of the zonks is behind the initially chosen door. Since Monty reveals the
other zonk, switching will lead with certainty to success. Thus, P[A | B] = 1.
Furthermore, it is clear that P[B] = 1/3. So using total probability (8.10), we
compute

P[A] = P[A | BIP[B]+P[A|B]P[B]=0-(1/3)+1-(2/3) =2/3.

Thus, the “stay” strategy has a success probability of 1/3, while the “switch”
strategy has a success probability of 2/3. So it is better to switch than to stay.

Of course, real life is a bit more complicated. Monty did not always reveal a
zonk and offer a choice to switch. Indeed, if Monty only revealed a zonk when
the contestant had chosen the correct door, then switching would certainly be the
wrong strategy. However, if Monty’s choice itself was a random decision made
independently of the contestant’s initial choice, then switching is again the pre-
ferred strategy. O

We next generalize the notion of independence from pairs of events to families
of events. Let {.A;},cr be a finite family of events. For a given positive integer k,
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we say that the family {.A;};cs is k-wise independent if the following holds:

P[ﬂ Aj] = [T PtA forail s 1 with |J] < k.
jedJ jed

The family {.A;} ey is called pairwise independent if it is 2-wise independent.
Equivalently, pairwise independence means that for all i, j € I with i # j, we have
P[A; N A;] = P[A;] P[A;], or put yet another way, that for all i, j € I with i # j,
the events A; and A; are independent.

The family {.A;}es is called mutually independent if it is k-wise independent
for all positive integers k. Equivalently, mutual independence means that

P[ﬂ A,-] =[IPra) foranscr.
JjeJ JjeJ
If n := |[I] > 0, mutual independence is equivalent to n-wise independence; more-
over, if 0 < k < n, then {A,},er is k-wise independent if and only if {A;} s is
mutually independent for every J C I with |J| = k.
In defining independence, the choice of the index set I plays no real role, and
we can rename elements of I as convenient.

Example 8.15. Suppose we toss a fair coin three times, which we formally model
using the uniform distribution on the set of all 8 possible outcomes of the three
coin tosses: (heads, heads, heads), (heads, heads, tails), etc., as in Example 8.8.
Fori =1,2,3, let A; be the event that the ith toss comes up heads. Then {.A,~}l.3=1
is a mutually independent family of events, where each individual .4; occurs with
probability 1/2.

Now let 31, be the event that the first and second tosses agree (i.e., both heads
or both tails), let 313 be the event that the first and third tosses agree, and let B3
be the event that the second and third tosses agree. Then the family of events
B12, B13, Bo3 is pairwise independent, but not mutually independent. Indeed, the
probability that any given individual event occurs is 1/2, and the probability that
any given pair of events occurs is 1/4; however, the probability that all three events
occur is also 1/4, since if any two events occur, then so does the third. O

We close this section with some simple facts about independence of events and
their complements.

Theorem 8.2. If A and B are independent events, then so are A and B.
Proof. We have

P[A] = P[AN B] +P[AN B] (by total probability (8.9))
= P[A]P[B] + P[.A N B] (since A and B are independent).
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Therefore,
P[A N B] = P[A] — P[A]P[B] = P[A](1 — P[B]) = P[A]P[B]. O
This theorem implies that

A and B are independent <= A and B are independent
& Aand B " "
& Aand B " "

The following theorem generalizes this result to families of events. It says that
if a family of events is k-wise independent, then the family obtained by comple-
menting any number of members of the given family is also k-wise independent.

Theorem 8.3. Let {A;};csr be a finite, k-wise independent family of events. Let
J be a subset of I, and for each i € I, define A;. = A;ifi € J, and .A:. = A; if
i ¢ J. Then {A;} ier 18 also k-wise independent.

Proof. 1t suffices to prove the theorem for the case where J = I \ {d}, for an
arbitrary d € I: this allows us to complement any single member of the family
that we wish, without affecting independence; by repeating the procedure, we can
complement any number of them.

To this end, it will suffice to show the following: if J C I, |J| < k,d € [ \ J,
and Ay :=[,c; A;, we have

PLAs N Ay = (1 = PLAGD [T PLAS. (8.12)
jeJ
Using total probability (8.9), along with the independence hypothesis (twice), we
have

[]PLA =PLAST = PLAGN AST+PLAIN A
jeJ
= PlA4] - [ PLAj T+ PLAL 0 A1,
jeJ

from which (8.12) follows immediately. O

EXERCISE 8.5. For events Ajq,...,A,, define a; := P[.A],and fori = 2,...,n,
define ; :=P[A;| A1 N---N.A;_1] (assume that P[A; N---N A,_1] # 0). Show
that PlA N---N Al =a;---ay.

EXERCISE 8.6. Let I3 be an event, and let {3;};c; be a finite, pairwise disjoint
family of events whose union is B. Generalizing the law of total probability



220 Finite and discrete probability distributions

(equations (8.9) and (8.10)), show that for every event A, we have P[ A N B] =
Zie] PlANB;],andif P[B] # 0and I* := {i € I : P[B;] # 0}, then

PLA|BIP[B] = )’ PLA| Bi]P[B;].
iel*

Also show that if P[ A | B;] < a foreach i € I'*, then P[A | B] < «a.

EXERCISE 8.7. Let I3 be an event with P[B] # 0, and let {C;};c; be a finite, pair-
wise disjoint family of events whose union contains 3. Again, generalizing the law
of total probability, show that for every event A, if I* := {i € I : P[BnN ;] # 0},
then we have
P[A| B] = Z P[A | BN C]PIC; | B].
iel*

EXERCISE 8.8. Three fair coins are tossed. Let A be the event that at least two
coins are heads. Let B be the event that the number of heads is odd. Let C be the
event that the third coin is heads. Are A and B independent? A and C? B and C?

EXERCISE 8.9. Consider again the situation in Example 8.11, but now suppose
that Alice only tells Bob the value of the sum of the two dice modulo 6. Describe
an optimal strategy for Bob, and calculate his overall probability of winning.

EXERCISE 8.10. Consider again the situation in Example 8.13, but now suppose
that the patient is visiting the doctor because he has symptom Y. Furthermore, it
is known that everyone who has disease X exhibits symptom Y, while 10% of the
population overall exhibits symptom Y. Assuming that the accuracy of the test
is not affected by the presence of symptom Y, how should the doctor advise his
patient should the test come out positive?

EXERCISE 8.11. This exercise develops an alternative proof, based on probability
theory, of Theorem 2.11. Let n be a positive integer and consider an experiment
in which a number a is chosen uniformly at random from {0,...,n — 1}. If
n= p? .- pyis the prime factorization of n, let A; be the event that a is divisible
by p;,fori=1,...,r.
(a) Show that ¢(n)/n = P[A; N---NA,], where @ is Euler’s phi function.
(b) Show thatif J C {1,...,r}, then
jed jeJ
Conclude that {A;}7_, is mutually independent, and that P[.A;] = 1/p; for
eachi=1,...,r.
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(c) Using part (b), deduce that
p

PLAI n---n A ] =] -1/m).

i=1

(d) Combine parts (a) and (c) to derive the result of Theorem 2.11 that

o) =n[J(1-1/p).
i=1

8.3 Random variables

It is sometimes convenient to associate a real number, or other mathematical object,
with each outcome of a random experiment. The notion of a random variable
formalizes this idea.

Let P be a probability distribution on a sample space 2. A random variable
X is a function X : Q — S, where S is some set, and we say that X takes values
in S. We do not require that the values taken by X are real numbers, but if this
is the case, we say that X is real valued. For s € .S, “X = s” denotes the event
{w e Q: X(w) = s}. It is immediate from this definition that

PIX = s] = Z P(w).

weX~!({s})

More generally, for any predicate ¢ on .S, we may write “¢(X)” as shorthand for the
event {w € Q : ¢p(X(w))}. When we speak of the image of X, we simply mean its
image in the usual function-theoretic sense, that is, the set X(2) = {X(w) : w € 2}.
While a random variable is simply a function on the sample space, any discussion
of its properties always takes place relative to a particular probability distribution,
which may be implicit from context.

One can easily combine random variables to define new random variables. Sup-
pose Xi,...,X, are random variables, where X; : Q — S; fori = 1,...,n. Then
(X1,...,Xy) denotes the random variable that maps @ € Qto (X|(®),...,X,(®)) €
Six---xS8,. If f:8x---x8, » Tisafunction, then f(X,...,X,) denotes the
random variable that maps @ € Q to f(X|(w),...,X,(w)). If f is applied using a
special notation, the same notation may be applied to denote the resulting random
variable; for example, if X and Y are random variables taking values in a set .S,
and * is a binary operation on .S, then X x Y denotes the random variable that maps
w € QtoX(w) xY(w) €S.

Let X be a random variable whose image is .S. The variable X determines a
probability distribution Py : .S — [0, 1] on the set .S, where Px(s) := P[X = s] for
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each s € S. We call Py the distribution of X. If Py is the uniform distribution on
S, then we say that X is uniformly distributed over S.

Suppose X and Y are random variables that take values in a set S. If P[X = 5] =
PLY = s] for all s € S, then the distributions of X and Y are essentially equal even
if their images are not identical.

Example 8.16. Again suppose we roll two dice, and model this experiment as the
uniform distribution on Q := {1,...,6} x {1,...,6}. We can define the random
variable X that takes the value of the first die, and the random variable Y that takes
the value of the second; formally, X and Y are functions on 2, where

X(s,t) :=s and Y(s,t) :=t for (s,t) € Q.

For each value s € {1,...,6}, the event X = s is {(s,1),...,(s,6)}, and so
P[X = s] = 6/36 = 1/6. Thus, X is uniformly distributed over {1,...,6}. Like-
wise, Y is uniformly distributed over {1,...,6}, and the random variable (X, Y) is
uniformly distributed over 2. We can also define the random variable Z := X + Y,
which formally is the function on the sample space defined by

Z(s,t) ;== s+t for (s,t) € Q.

The image of Z is {2, ..., 12}, and its distribution is given by the following table:

wl 2| 3| 4] 5| 6] 7| 8| 9| 10| 11] 12
P[Z = u] | 1/36]2/36|3/36 | 4/36 | 5/36 | 6/36 | 5/36 | 4/36 | 3/36|2/36 | 1/36 . O

Example 8.17. 1f A is an event, we may define a random variable X as follows:
X := 1 if the event A occurs, and X := 0 otherwise. The variable X is called the
indicator variable for 4. Formally, X is the function that maps w € A to 1, and
w € Q\ Ato0; thatis, X is simply the characteristic function of .A. The distribution
of X is that of a Bernoulli trial: P[X = 1] = P[A] and P[X = 0] =1 — P[A].

It is not hard to see that 1 — X is the indicator variable for A. Now suppose 3 is
another event, with indicator variable Y. Then it is also not hard to see that XY is
the indicator variable for A N B, and that X + Y — XY is the indicator variable for
AU B; in particular, if AN B = @, then X + Y is the indicator variable for AU B. O

Example 8.18. Consider again Example 8.8, where we have a coin that comes up
heads with probability p, and fails with probability ¢ := 1—p, and we toss it n times.
Foreachi =1,...,n, let A; be the event that the ith toss comes up heads, and let
X;i be the corresponding indicator variable. Let us also define X := X| + - -+ + X,
which represents the total number of tosses that come up heads. The image of X
is {0,...,n}. By the calculations made in Example 8.8, for each k = 0, ..., n, we
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have
n _
PIX = k] = <k>pkq" k.

The distribution of the random variable X is called a binomial distribution. Such
a distribution is parameterized by the success probability p of the underlying
Bernoulli trial, and by the number of times # the trial is repeated. O

Uniform distributions are very nice, simple distributions. It is therefore good to
have simple criteria that ensure that certain random variables have uniform distri-
butions. The next theorem provides one such criterion. We need a definition: if .S
and T are finite sets, then we say that a given function f : S — T is a regular
function if every element in the image of f has the same number of pre-images
under f.

Theorem 8.4. Suppose f : S — T is a surjective, regular function, and that X
is a random variable that is uniformly distributed over S. Then f(X) is uniformly
distributed over T'.

Proof. The assumption that f is surjective and regular implies that for every t € T,
the set Sy := f~'({t}) has size |.S|/|T|. So, for each t € T, working directly from
the definitions, we have

PLFX)=tl= ) P@=) ) Pw=) PX=s
weX~1(S)) SE€Sr weX~1({s}) SES;
= Y 1/IS| = (SI/IT)/IS| = 1/|T|. O
SES;

As a corollary, we have:

Theorem 8.5. Suppose that p : G — G’ is a surjective homomorphism of finite
abelian groups G and G’, and that X is a random variable that is uniformly dis-
tributed over G. Then p(X) is uniformly distributed over G’.

Proof. Tt suffices to show that p is regular. Recall that the kernel K of p is a
subgroup of G, and that for every g’ € G, the set p~!({g’}) is a coset of K (see
Theorem 6.19); moreover, every coset of K has the same size (see Theorem 6.14).
These facts imply that p is regular. O

Example 8.19. Let us continue with Example 8.16. Recall that for a given integer
a, and positive integer #u, [a], € Z, denotes the residue class of a modulo n. Let
us define X’ := [X]g and Y’ := [Y]e. It is not hard to see that both X’ and Y’ are
uniformly distributed over Zg, while (X', Y’) is uniformly distributed over Zg x Zg.
Let us define Z’ := X’ + Y’ (where addition here is in Zg). We claim that Z’ is
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uniformly distributed over Zg. This follows immediately from the fact that the map
that sends (a, b) € Z¢ x Zg to a+ b € Zg is a surjective group homomorphism (see
Example 6.45). Further, we claim that (X', Z’) is uniformly distributed over Z¢ x Zg.
This follows immediately from the fact that the map that sends (a, b) € Zg X Z¢
to (a,a + b) € Ze x Zg is a surjective group homomorphism (indeed, it is a group
isomorphism). O

Let X be a random variable whose image is .S. Let 3 be an event with P[3] # 0.
The conditional distribution of X given 5 is defined to be the distribution of X rel-
ative to the conditional distribution P(-| B), that is, the distribution Px|5 : S — [0, 1]
defined by Px|5(s) := P[X = s | B]fors € S.

Suppose X and Y are random variables, with images .S and T, respectively. We
say X and Y are independent if for all s € S and all ¢ € T, the events X = s and
Y =t are independent, which is to say,

PI(X=s)Nn(Y =1)] = P[X =s]P[Y =1].

Equivalently, X and Y are independent if and only if the distribution of (X,Y) is
essentially equal to the product of the distribution of X and the distribution of Y. As
a special case, if X is uniformly distributed over S, and Y is uniformly distributed
over T, then X and Y are independent if and only if (X, Y) is uniformly distributed
over S xT.

Independence can also be characterized in terms of conditional probabilities.
From the definitions, it is immediate that X and Y are independent if and only if for
all values ¢ taken by Y with non-zero probability, we have

PIX=s|Y =t] =P[X =3s]

for all s € .S; that is, the conditional distribution of X given Y = ¢ is the same
as the distribution of X. From this point of view, an intuitive interpretation of
independence is that information about the value of one random variable does not
reveal any information about the value of the other.

Example 8.20. Let us continue with Examples 8.16 and 8.19. The random vari-
ables X and Y are independent: each is uniformly distributed over {1,...,6}, and
(X,Y) is uniformly distributed over {1,...,6} x {1,...,6}. Let us calculate the
conditional distribution of X given Z = 4. We have P[X = s |Z = 4] = 1/3
for s = 1,2,3, and P[X = s|Z = 4] = 0 for s = 4,5,6. Thus, the con-
ditional distribution of X given Z = 4 is essentially the uniform distribution on
{1,2,3}. Let us calculate the conditional distribution of Z given X = 1. We have
PlZ =u|X =11 =1/6foru = 2,...,7, and P[Z = u| X = 1] = 0 for
u = 8,...,12. Thus, the conditional distribution of Z given X = 1 is essentially
the uniform distribution on {2,...,7}. In particular, it is clear that X and Z are
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not independent. The random variables X’ and Y’ are independent, as are X’ and
Z': each of X', Y’, and Z’ is uniformly distributed over Zg, and each of (X', Y’) and
(X', Z") is uniformly distributed over Z¢ x Zg. O

We now generalize the notion of independence to families of random variables.
Let {X;};er be a finite family of random variables. Let us call a corresponding
family of values {s;};c; an assignment to {X;};cy if s; is in the image of X; for
each i € I. For a given positive integer k, we say that the family {X;};es is k-
wise independent if for every assignment {s;};ec; to {X;};er, the family of events
{X; = s;}ier is k-wise independent.

The notions of pairwise and mutual independence for random variables are
defined following the same pattern that was used for events. The family {X;};¢y is
called pairwise independent if it is 2-wise independent, which means that for all
i,j € I withi # j, the variables X; and X; are independent. The family {X;} ey is
called mutually independent if it is k-wise independent for all positive integers
k. Equivalently, and more explicitly, mutual independence means that for every
assignment {s;};er to {X;}ier, we have

P[ﬂ(xj = s,-)] = [IPix; = 1 foran s c 1. (8.13)
jed jed
If n := [I] > 0, mutual independence is equivalent to n-wise independence; more-
over, if 0 < k < n, then {X;};er is k-wise independent if and only if {X|} e is
mutually independent for every J C I with |J| = k.

Example 8.21. Returning again to Examples 8.16, 8.19, and 8.20, we see that
the family of random variables X', Y’, Z’ is pairwise independent, but not mutually
independent; for example,

P[(X" =[0l6) N (Y' = [0]6) N (Z' = [0]6)] = 1/6°,
but
P[X' =1[0ls] - P[Y' =[0]¢] - P[Z' = [0]¢] = 1/6°. O

Example 8.22. Suppose {A;}ier is a finite family of events. Let {X;};cr be the
corresponding family of indicator variables, so that for each i € I, X; = 1 if A;
occurs, and X; = 0, otherwise. Theorem 8.3 immediately implies that for every
positive integer k, {.A;};cs is k-wise independent if and only if {X;};cs is k-wise
independent. O

Example 8.23. Consider again Example 8.15, where we toss a fair coin 3 times.
For i = 1,2,3, let X; be the indicator variable for the event A; that the ith toss
comes up heads. Then {X ,-}1.3=1 is a mutually independent family of random vari-
ables. Let Y, be the indicator variable for the event B3}, that tosses 1 and 2 agree;
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similarly, let Y3 be the indicator variable for the event B3, and Y>3 the indicator
variable for B;3. Then the family of random variables Y5, Y13, Y23 is pairwise
independent, but not mutually independent. O

We next present a number of useful tools for establishing independence.

Theorem 8.6. Let X be a random variable with image S, and Y be a random
variable with image T. Further, suppose that f : S — [0,1]and g : T — [0, 1]
are functions such that
DS =Yan=1, (8.14)
seS teT

and that for all s € S and t € T, we have
PIX=s)N(Y =0)] = f(s)g(®). (8.15)

Then X and Y are independent, the distribution of X is f, and the distribution of
Yisg.

Proof. Since {Y = t};er is a partition of the sample space, making use of total
probability (8.9), along with (8.15) and (8.14), we see that for all s € .S, we have

PIX=s1= Y PIX=s5)n(Y =0l= ) f(s)g(t) = f(s) ) g(t) = £(s).
teT teT teT

Thus, the distribution of X is indeed f. Exchanging the roles of X and Y in the
above argument, we see that the distribution of Y is g. Combining this with (8.15),
we see that X and Y are independent. O

The generalization of Theorem 8.6 to families of random variables is a bit messy,
but the basic idea is the same:

Theorem 8.7. Let {X;};c; be a finite family of random variables, where each X;
has image S;. Also, let {f;}icr be a family of functions, where for each i € I,
fi S = [0,1] and ZS,ES,- fi(s;) = 1. Further, suppose that

P[ﬂ(X:‘ = Si)] = Hfi(si)
iel iel
for each assignment {s;};er to {X;}ier. Then the family {X;};er is mutually inde-
pendent, and for each i € I, the distribution of X; is f;.

Proof. To prove the theorem, it suffices to prove the following statement: for every
subset J of I, and every assignment {s;} jcs to {X;}es, we have

Pl =sp| =TT /00

jeJ jedJ
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Moreover, it suffices to prove this statement for the case where J = I \ {d}, for
an arbitrary d € I: this allows us to eliminate any one variable from the family,
without affecting the hypotheses, and by repeating this procedure, we can eliminate
any number of variables.

Thus, let d € I be fixed, let J := I \ {d}, and let {s;}jcs be a fixed assignment
to {X;}jes. Then, since {Xy = s4};,es, i a partition of the sample space, we have

P[n(xj = Sj)] = P[ U <n(Xi = Si))] = Z P[n(xi = Si)]

jedJ Sq€Sy i€l SJES iel
= [1r6o =156 Y, fatsa)=]] fi6sp- O
S4€Sy i€l jedJ S4ESY jedJ

This theorem has several immediate consequences. First of all, mutual inde-
pendence may be more simply characterized:

Theorem 8.8. Let {X;};cr be a finite family of random variables. Suppose that for
every assignment {s;};er to {X;}ier, we have

PN =] = [TPixi = s
il il
Then {X;}er is mutually independent.

Theorem 8.8 says that to check for mutual independence, we only have to con-
sider the index set J = [ in (8.13). Put another way, it says that a family of
random variables {X;}_, is mutually independent if and only if the distribution of
(X1,...,Xp) is essentially equal to the product of the distributions of the individual
X i’S.

Based on the definition of mutual independence, and its characterization in The-
orem 8.8, the following is also immediate:

Theorem 8.9. Suppose {X;}}_, is a family of random variables, and that m is an
integer with 0 < m < n. Then the following are equivalent:

(i) {Xi}]_, is mutually independent;
(i) {X;};., is mutually independent, {X;};_, ., is mutually independent, and
the two variables (X1,...,Xy) and (Xp+1,...,X,) are independent.

The following is also an immediate consequence of Theorem 8.7 (it also follows
easily from Theorem 8.4).

Theorem 8.10. Suppose that X, ..., X, are random variables, and that Sy, ...,S,
are finite sets. Then the following are equivalent:

(i) (Xi,...,Xp) is uniformly distributed over S| x - -+ x Sy;
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(i) {X;}]_, is mutually independent, with each X; uniformly distributed over
S;.

Another immediate consequence of Theorem 8.7 is the following:

Theorem 8.11. Suppose P is the product distribution P - --P,, where each P;
is a probability distribution on a sample space €2;, so that the sample space of P
s Q = Q) x---x 8, Foreachi = 1,...,n, let X; be the random variable
that projects on the ith coordinate, so that X;(wy,...,®,) = ;. Then {X,~};.1=1 is
mutually independent, and for each i = 1, ..., n, the distribution of X; is P;.

Theorem 8.11 is often used to synthesize independent random variables “out
of thin air,” by taking the product of appropriate probability distributions. Other
arguments may then be used to prove the independence of variables derived from
these.

Example 8.24. Theorem 8.11 immediately implies that in Example 8.18, the fam-
ily of indicator variables {X;}’_, is mutually independent. O

The following theorem gives us yet another way to establish independence.

Theorem 8.12. Suppose {X;}|_, is a mutually independent family of random vari-
ables. Further, suppose that for i = 1,...,n, Y; := g;(X;) for some function g;.
Then (Y;};_, is mutually independent.

Proof. 1t suffices to prove the theorem for n = 2. The general case follows easily
by induction, using Theorem 8.9. For i = 1,2, let #; be any value in the image of
Y;, and let S} := gi_l({t[}). We have

Pii=mn=nm1=P|( J i =s)n (U =m)]

51ES] 52€8)
= P[ U U <(X1 =s51)N(Xy = SZ))]
51E€S] 5268,

= Z Z P[(X] = s1) N (X3 = 53)]

51€S] 52€S)
= Z Z P[X| = s1]P[X2 = s2]

51ES] 52€S)
_ ( > PiX; = sl])( Y PIX; = S2]>

s1ES] 5268,

=p| U xi=s|p[Joe=s| =Py =n1PIY2 =121 O

s1€S] 5268,
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As a special case of the above theorem, if each g; is the characteristic function
for some subset S; of the image of X, then X; € Si, ..., Xn € S form a mutually
independent family of events.

The next theorem is quite handy in proving the independence of random vari-
ables in a variety of algebraic settings.

Theorem 8.13. Suppose that G is a finite abelian group, and that W is a random
variable uniformly distributed over G. Let Z be another random variable, tak-
ing values in some finite set U, and suppose that W and Z are independent. Let
o : U — G be some function, and define Y := W + o(Z). Then Y is uniformly
distributed over G, and Y and Z are independent.

Proof. Consider any fixed values + € G and u € U. Evidently, the events
Y =tn(Z =u)and (W =t —o(u)) N (Z = u) are the same, and therefore,
because W and Z are independent, we have

PIY=0N(Z=u)]=P[W=t-0)]P[Z =u] = é P[Z = u]. (8.16)

Since this holds for every u € U, making use of total probability (8.9), we have

1
PlY =¢] = PlY=H)n(Z=uw]=— PlZ=u]l = —.
g’] 1G] g’] |G
Thus, Y is uniformly distributed over G, and by (8.16), Y and Z are independent.
(This conclusion could also have been deduced directly from (8.16) using Theo-
rem 8.6—we have repeated the argument here.) O

Note that in the above theorem, we make no assumption about the distribution
of Z, or any properties of the function o.

Example 8.25. Theorem 8.13 may be used to justify the security of the one-time
pad encryption scheme. Here, the variable W represents a random, secret key —
the “pad”—that is shared between Alice and Bob; U represents a space of possible
messages; Z represents a “‘message source,” from which Alice draws her message
according to some distribution; finally, the function ¢ : U — G represents some
invertible “encoding transformation” that maps messages into group elements.

To encrypt a message drawn from the message source, Alice encodes the mes-
sage as a group element, and then adds the pad. The variable Y := W + o(2)
represents the resulting ciphertext. Since Z = ¢~!(Y — W), when Bob receives the
ciphertext, he decrypts it by subtracting the pad, and converting the resulting group
element back into a message. Because the message source Z and ciphertext Y are
independent, an eavesdropping adversary who learns the value of Y does not learn
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anything about Alice’s message: for any particular ciphertext 7, the conditional
distribution of Z given Y = ¢ is the same as the distribution of Z.

The term “one time” comes from the fact that a given encryption key should
be used only once; otherwise, security may be compromised. Indeed, suppose the
key is used a second time, encrypting a message drawn from a second source Z'.
The second ciphertext is represented by the random variable Y’ := W + ¢(Z’). In
general, the random variables (Z,Z’) and (Y, Y’) will not be independent, since
Y - Y =06(Z) — 6(Z'). To illustrate this more concretely, suppose Z is uniformly
distributed over a set of 1000 messages, Z’ is uniformly distributed over a set of
two messages, say, {u'l,u'z}, and that Z and Z’ are independent. Now, without
any further information about Z, an adversary would have at best a 1-in-a-1000
chance of guessing its value. However, if he sees that Y = ¢t and Y = ¢, for
particular values ¢, € G, then he has a 1-in-2-chance, since the value of Z is
equally likely to be one of just two messages, namely, u; := ¢~ (t —1' + o(u})) and
w=oc -1+ o(uy)); more formally, the conditional distribution of Z given
(Y =1)n (Y’ =7) is essentially the uniform distribution on {u;,us}.

In practice, it is convenient to define the group G to be the group of all bit
strings of some fixed length, with bit-wise exclusive-or as the group operation.
The encoding function ¢ simply “serializes” a message as a bit string. O

Example 8.26. Theorem 8.13 may also be used to justify a very simple type of
secret sharing. A colorful, if militaristic, motivating scenario is the following.
To launch a nuclear missile, two officers who carry special keys must insert their
keys simultaneously into the “authorization device” (at least, that is how it works in
Hollywood). In the digital version of this scenario, an authorization device contains
a secret, digital “launch code,” and each officer holds a digital “share” of this code,
so that (i) individually, each share reveals no information about the launch code,
but (ii) collectively, the two shares may be combined in a simple way to derive the
launch code. Thus, to launch the missile, both officers must input their shares into
the authorization device; hardware in the authorization device combines the two
shares, and compares the resulting code against the launch code it stores—if they
match, the missile flies.

In the language of Theorem 8.13, the launch code is represented by the random
variable Z, and the two shares by W and Y := W + ¢(Z), where (as in the previous
example) o : U — G is some simple, invertible encoding function. Because W and
Z are independent, information about the share W leaks no information about the
launch code Z; likewise, since Y and Z are independent, information about Y leaks
no information about Z. However, by combining both shares, the launch code is
easily constructed as Z = ol (Y =-W). O
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Example 8.27. Let k be a positive integer. This example shows how we can take a
mutually independent family of k random variables, and, from it, construct a much
larger, k-wise independent family of random variables.

Let p be a prime, with p > k. Let { H,-}f:ol be a mutually independent fam-
ily of random variables, each of which is uniformly distributed over Z,. Let us

set H := (Ho,...,Hk—1), which, by assumption, is uniformly distributed over
Z;k. For each s € Z,, we define the function p; : Z,’,(k — Z, as follows: for
r=(ro,...,rk—1) € Z;k, ps(r) := 5;2—01 r;s'; that is, ps(r) is the value obtained by

evaluating the polynomial ro + 71X + - - - + r—1 X*~1 € Z,[X] at the point s.

Each s € Z, defines a random variable p;(H) = Ho+ His +-- -+ Hi_1s~1. We
claim that the family of random variables {p;(H)} ez , 18 k-wise independent, with
each individual py(H) uniformly distributed over Z,. By Theorem 8.10, it suffices
to show the following: for all distinct points sy, ..., ¢ € Z,, the random variable
W := (ps,(H), ..., ps,(H)) is uniformly distributed over Z;k. So let s1,..., s be
fixed, distinct elements of Z,, and define the function

. xk xk
p: L," =7,

8.17
r= (ps(r), ..., ps (r). (®47

Thus, W = p(H), and by Lagrange interpolation (Theorem 7.15), the function p is
a bijection; moreover, since H is uniformly distributed over Z,’,‘k, sois W.
Of course, the field Z, may be replaced by an arbitrary finite field. O

Example 8.28. Consider again the secret sharing scenario of Example 8.26. Sup-
pose at the critical moment, one of the officers is missing in action. The military
planners would perhaps like a more flexible secret sharing scheme; for example,
perhaps shares of the launch code should be distributed to three officers, in such a
way that no single officer can authorize a launch, but any two can. More generally,
for positive integers k and ¢, with £ > k + 1, the scheme should distribute shares
among { officers, so that no coalition of k (or fewer) officers can authorize a launch,
yet any coalition of k 4+ 1 officers can. Using the construction of the previous
example, this is easily achieved, as follows.

Let us model the secret launch code as a random variable Z, taking values in
a finite set U. Assume that p is prime, with p > ¢, and that 6 : U — Z, is
a simple, invertible encoding function. To construct the shares, we make use of
random variables Hy, ..., Hi_1, where each H; is uniformly distributed over Z,,
and the family of random variables Hy, ..., Hi_1,Z is mutually independent. For
each s € Z,, we define the random variable

Yo i=Ho+His+ -+ Hio1s"' + 6(2)s".
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We can pick any subset .S C 7Z, of size ¢ that we wish, so that for each s € S, an
officer gets the secret share Y (along with the public value s).

First, we show how any coalition of k+1 officers can reconstruct the launch code
from their collection of shares, say, Y, ..., Y,,,. This is easily done by means of
the Lagrange interpolation formula (again, Theorem 7.15). Indeed, we only need

to recover the high-order coefficient, 6(Z), which we can obtain via the formula

k+1

c(2) = Z 0

Second, we show that no coalition of k officers learn anything about the launch
code, even if they pool their shares. Formally, this means that if sq,..., s, are
fixed, distinct points, then Yy, ..., Yy, ,Z form a mutually independent family of
random variables. This is easily seen, as follows. Define H := (Hy, ..., Hk—1), and
W := p(H), where p : Z;fk - Z;k is as defined in (8.17), and set Y := (Y, ..., Y,).
Now, by hypothesis, H and Z are independent, and H is uniformly distributed over

J#l(s’

ZXk As we noted in Example 8.27, p is a bijection, and hence, W is uniformly
distributed over Zpk; moreover (by Theorem 8.12), W and Z are 1ndependent
Observe that Y = W + ¢/(Z), where ¢’ maps u € U to (o-(u)s ey o-(u)sk) € ZXk,
and so applying Theorem 8.13 (with the group Z;k, the random variables W and
Z, and the function ¢”), we see that Y and Z are independent, where Y is uniformly
distributed over Z;k. From this, it follows (using Theorems 8.9 and 8.10) that the
family of random variables Y ,...,Y,,,Z is mutually independent, with each Y,
uniformly distributed over Z,.

Finally, we note that when k = 1, ¢ = 2, and S = {0, 1}, this construction
degenerates to the construction in Example 8.26 (with the additive group Z,). O

EXERCISE 8.12. Suppose X and X’ are random variables that take values in a set
S and that have essentially the same distribution. Show thatif f : S - T isa
function, then f(X) and f(X’) have essentially the same distribution.

EXERCISE 8.13. Let {X;}]_, be a family of random variables, and let .S; be the
image of X; fori = 1,...,n. Show that {X;}_, is mutually independent if and only
if foreachi =2,...,n,and forall s; € Sy,...,s; € .S}, we have

PIXi=s; | (X1 =s1)N---N(Xi—1 = si-1)] = P[X; = s;].

EXERCISE 8.14. Suppose that p : G — G’ is a surjective group homomor-
phism, where G and G’ are finite abelian groups. Show that if g', 4" € G’, and
X and Y are independent random variables, where X is uniformly distributed over
p~'({g'}), and Y takes values in p~!({#'}), then X+ is uniformly distributed over

p (g +H}).
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EXERCISE 8.15. Suppose X and Y are random variables, where X takes values in
S, and Y takes values in T. Further suppose that Y’ is uniformly distributed over
T, and that (X,Y) and Y’ are independent. Let ¢ be a predicate on .S x T. Show
that P[¢(X,Y) N (Y = Y')] = P[¢p(X,)]1/|T]|.

EXERCISE 8.16. Let X and Y be independent random variables, where X is uni-
formly distributed over a set .S, and Y is uniformly distributed over a set T C S.
Define a third random variable Z as follows: if X € T, then Z := X; otherwise,
Z =Y. Show that Z is uniformly distributed over T'.

EXERCISE 8.17. Let n be a positive integer, and let X be a random variable, uni-
formly distributed over {0, ...,n—1}. For each positive divisor d of n, let us define
the random variable X; := X mod d. Show that:

(a) if d is a divisor of n, then the variable X, is uniformly distributed over
{0,...,d—1};

(b) if dy, ..., dy are divisors of n, then {Xg, }f;l is mutually independent if and
only if {d,-}f‘= | 1s pairwise relatively prime.

EXERCISE 8.18. Suppose X and Y are random variables, each uniformly dis-
tributed over Z,, but not necessarily independent. Show that the distribution of
(X,Y) is the same as the distribution of (X +1,Y + 1).

EXERCISE 8.19. Let I := {1,...,n},wheren > 2,let B := {0,1}, and let G be a
finite abelian group, with |G| > 1. Suppose that {X;s} i serxp is a mutually inde-
pendent family of random variables, each uniformly distributed over G. For each
p = (b1,...,b,) € B*", let us define the random variable Y := Xip, + -+ + Xpp,.
Show that each Y is uniformly distributed over G, and that {Yjs} gepxn is 3-wise
independent, but not 4-wise independent.

8.4 Expectation and variance

Let P be a probability distribution on a sample space . If X is a real-valued
random variable, then its expected value, or expectation, is

E[X] := Z X(w) P(w). (8.18)
weN

If S is the image of X, and if for each s € .§ we group together the terms in (8.18)
with X(w) = s, then we see that

E[X] = Z sP[X = s]. (8.19)

seS
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From (8.19), it is clear that E[X] depends only on the distribution of X: if X’ is
another random variable with the same (or essentially the same) distribution as X,
then E[X] = E[X'].

More generally, suppose X is an arbitrary random variable (not necessarily real
valued) whose image is .S, and f is a real-valued function on .S. Then again, if for
each s € S we group together the terms in (8.18) with X(w) = s, we see that

EL/OO1= ) F(9) PIX = s1. (8.20)
seS

We make a few trivial observations about expectation, which the reader may
easily verify. First, if X is equal to a constant ¢ (i.e., X(@) = c for every w € ),
then E[X] = E[c] = ¢. Second, if X and Y are random variables such that X > Y
(i.e., X(w) > Y(w) for every w € ), then E[X] > E[Y]. Similarly, if X > Y, then
E[X] > E[Y].

In calculating expectations, one rarely makes direct use of (8.18), (8.19), or
(8.20), except in rather trivial situations. The next two theorems develop tools that
are often quite effective in calculating expectations.

Theorem 8.14 (Linearity of expectation). If X and Y are real-valued random
variables, and a is a real number, then

E[X + Y] = E[X]+E[Y] and E[aX] = aE[X].

Proof. It is easiest to prove this using the defining equation (8.18) for expectation.
For w € €, the value of the random variable X+Y at w is by definition X(@)+Y (w),
and so we have

EIX+Y]= ) (X(@) + Y()) P(e)

=Y X(@)P(@) + ) Y(@) P(w)

= E[X] + E[Y].
For the second part of the theorem, by a similar calculation, we have

E[aX] = Z(aX(w)) P(w)=a ZX(a}) P(w) = aE[X]. O

More generally, the above theorem implies (using a simple induction argument)
that if {X;};es is a finite family of real-valued random variables, then we have

E[in] = Y ELx1. (8.21)
iel iel
So we see that expectation is linear; however, expectation is not in general mul-
tiplicative, except in the case of independent random variables:
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Theorem 8.15. If X and Y are independent, real-valued random variables, then
E[XY] = E[X]E[Y].

Proof. Itis easiest to prove this using (8.20), with the function f(s,?) := st applied
to the random variable (X, Y). We have

E[XY] = 2 stP[(X = s)N (Y = 1)]

S,t

= ZstP[X:s]P[Y:t]
S,t

- <’ZSP[X - s])(ZtP[Y - t])

N

= E[X]E[Y]. O

More generally, the above theorem implies (using a simple induction argument)
that if {X;};es is a finite, mutually independent family of real-valued random vari-

ables, then
E [H X,-] = [Texa. (8.22)

iel iel
The following simple facts are also sometimes quite useful in calculating expec-
tations:

Theorem 8.16. Let X be a 0/1-valued random variable. Then E[X] = P[X = 1].
Proof. E[IX]=0-PX=0]+1-PX=1]=P[X=1]. O

Theorem 8.17. If X is a random variable that takes only non-negative integer
values, then
EIX]= ) PIX >i].
izl

Note that since X has a finite image, the sum appearing above is finite.

Proof. Suppose that the image of X is contained in {0,...,n},and fori =1,...,n,
let X; be the indicator variable for the event X > i. Then X = X; +--- + X,,, and
by linearity of expectation and Theorem 8.16, we have

n n
EIX]= ) ElXi]= ) PIX>i]. O
i=1 i=1
Let X be a real-valued random variable with y := E[X]. The variance of X is
Var[X] := E[(X — u)?]. The variance provides a measure of the spread or dispersion
of the distribution of X around its expected value. Note that since (X — u)? takes
only non-negative values, variance is always non-negative.
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Theorem 8.18. Let X be a real-valued random variable, with y := E[X], and let a
and b be real numbers. Then we have

(i) Var[X] = E[X?] — 2,
(ii) Var[aX] = a* Var[X], and
(iii) Var[X + b] = Var[X].
Proof. For part (i), observe that
Var(X] = E[(X — w)*] = E[X* = 2uX + 4°]
= E[X°] = 2u EIX] + E[4°] = E[X*] = 24% + 4°
= E[X?] — 4,
where in the third equality, we used the fact that expectation is linear, and in the

fourth equality, we used the fact that E[c] = ¢ for constant ¢ (in this case, ¢ = ).
For part (ii), observe that

Var[aX] = E[a*X?] — E[aX]? = a® E[X?] = (ap)?
= a*(E[X*] - 4?) = a® Var[X],
where we used part (i) in the first and fourth equality, and the linearity of expecta-

tion in the second.
Part (iii) follows by a similar calculation:

Var[X + b] = E[(X + b)*] — (u + b)?
= (E[X?] + 2bu + b*) — (U + 2bu + b%)
= E[X?] = 4 = Var[X]. O

The following is an immediate consequence of part (i) of Theorem 8.18, and the
fact that variance is always non-negative:

Theorem 8.19. If X is a real-valued random variable, then E[X?] > E[X]?.

Unlike expectation, the variance of a sum of random variables is not equal to the
sum of the variances, unless the variables are pairwise independent:

Theorem 8.20. If {X;};cs is a finite, pairwise independent family of real-valued

random variables, then
Var[z xi] = Y varlx,l.

iel iel



8.4 Expectation and variance 237

Proof. We have

S €l(Z)] - (e[ ]

= Y EXG1+ ) (EIX:X;1 - EIXGIELX;]) — D) ELX T
iel i,jel iel
i#j
(by linearity of expectation and rearranging terms)
= D EIX71= D ELX)
iel iel
(by pairwise independence and Theorem 8.15)
= ) VarlX]. O
iel

Corresponding to Theorem 8.16, we have:

Theorem 8.21. Let X be a 0/1-valued random variable, with p := P[X = 1] and
q :=P[X =0] =1 - p. Then Var[X] =

Proof. We have E[X] = p and E[X?] = P[X?> = 1] = P[X = 1] = p. Therefore,
Var[X] = E[X*] —E[X]* = p— p* = p(1 — p) = pg. O

Let B be an event with P[] # 0, and let X be a real-valued random variable.
We define the conditional expectation of X given B, denoted E[X | B], to be the
expected value of the X relative to the conditional distribution P(- | B), so that

EIX|Bl= ) X(@)P(@|B) = PBI™" ) X(w) P(w).

weN weB

Analogous to (8.19), if .S is the image of X, we have
ELX|Bl= ) sPIX=s|Bl. (8.23)

SES
Furthermore, suppose [ is a finite index set, and {3, } ¢y is a partition of the sample
space, where each 3; occurs with non-zero probability. If for each i € I we group
together the terms in (8.18) with @ € B;, we obtain the law of total expectation:

ELX]= ) ELX| BilPLBi]. (8.24)
iel
Example 8.29. Let X be uniformly distributed over {1,...,m}. Let us compute
E[X] and Var[X]. We have

E[X] =

Z’”: _m(m+1) 1 m+1
- m 2
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We also have

E[X*] = is%l _mm+HCm+ D 1 _ (m+DHCm+1)
s=1

m 6 m 6
Therefore,
2
~1
Var[X] = E[x?] — ElX2 = 2 =

Example 8.30. Let X denote the value of a roll of a die. Let .A be the event that X
is even. Then the conditional distribution of X given A is essentially the uniform
distribution on {2,4, 6}, and hence

24446
=

Similarly, the conditional distribution of X given A is essentially the uniform dis-
tribution on {1, 3,5}, and so

E[X | A] = 4,

1+3+5

3 =
Using the law of total expectation, we can compute the expected value of X as
follows:

E[X|A] = 3.

- 1 17
E[X] = E[X | A]P[A] + E[X | A]P[A] =4-§+3-§ =5
which agrees with the calculation in the previous example. O

Example 8.31. Let X be a random variable with a binomial distribution, as in
Example 8.18, that counts the number of successes among n Bernoulli trials, each
of which succeeds with probability p. Let us compute E[X] and Var[X]. We can
write X as the sum of indicator variables, X = Zl": 1 Xi, where X; is the indicator
variable for the event that the ith trial succeeds; each X; takes the value 1 with
probability p and O with probability g := 1 — p, and the family of random variables
{Xi}_, is mutually independent (see Example 8.24). By Theorems 8.16 and 8.21,
we have E[X;] = p and Var[X;] = pg fori = 1,...,n. By linearity of expectation,
we have

n
E[X] = Z E[X;] = np.
i=1
By Theorem 8.20, and the fact that {X;};_, is mutually independent (and hence
pairwise independent), we have

n
Var[X] = 2 Var[X;] = npq. O
i=1
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Example 8.32. Our proof of Theorem 8.1 could be elegantly recast in terms of
indicator variables. For B C €, let X5 be the indicator variable for B, so that
Xp(w) = 6,[B] for each w € Q. Equation (8.8) then becomes

Xa= ) (=YX,
gcIct
and by Theorem 8.16 and linearity of expectation, we have

PLAI=EX4l = ), DY EX 1= ) (-DYF'PIX 4, ). O

pCJcI gCJcI

EXERCISE 8.20. Suppose X is a real-valued random variable. Show that |[E[X]| <
E[IX]] < E[X?]'/2.

EXERCISE 8.21. Suppose X and Y take non-negative real values, and that Y < ¢
for some constant c. Show that E[XY] < c E[X]

EXERCISE 8.22. Let X be a 0/1-valued random variable. Show that Var[X] < 1/4.

EXERCISE 8.23. Let B be an event with P[B] # 0, and let {/3;};cr be a finite,
pairwise disjoint family of events whose union is /3. Generalizing the law of
total expectation (8.24), show that for every real-valued random variable X, if
I*:={i €l :P[B;] # 0}, then we have

E[X | B]P[B] = Z E[X | B:] PLB].
iel*

Also show that if E[X | B;] < a foreachi € I*,then E[X | B] < «

EXERCISE 8.24. Let B be an event with P[/3] # 0, and let {C;};c; be a finite,
pairwise disjoint family of events whose union contains /3. Again, generalizing
the law of total expectation, show that for every real-valued random variable X, if
I*:={iel:P[BnC(C;] #0}, then we have

E[X|B] = Z E[X | BN C;]P[C; | B].
iel*
EXERCISE 8.25. This exercise makes use of the notion of convexity (see §AS).
(a) Prove Jensen’s inequality: if f is convex on an interval, and X is a random
variable taking values in that interval, then E[ f(X)] > f(E[X]). Hint: use
induction on the size of the image of X. (Note that Theorem 8.19 is a special
case of this, with f(s) := s2.)
(b) Using part (a), show that if X takes non-negative real values, and « is a
positive number, then E[X*] > E[X]* if « > 1, and E[X*] < E[X]*
a<l.
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(c) Using part (a), show that if X takes positive real values, then E[X] > eEllogX],

(d) Using part (c), derive the arithmetic/geometric mean inequality: for all
positive numbers xi, ..., X,, we have

(X1 + -+ X)) /0> (x1 - x) "

EXERCISE 8.26. For real-valued random variables X and Y, their covariance is
defined as Cov[X, Y] := E[XY] — E[X] E[Y]. Show that:
(a) if X, Y, and Z are real-valued random variables, and a is a real number, then
Cov[X +Y,Z] = Cov[X, Z] + Cov[Y, Z] and Cov[aX, Z] = aCov[X, Z];

(b) if {X;}ies is a finite family of real-valued random variables, then

Var[z x,-] =Y VarlX]+ Y CovlX..X;l

iel iel ijel

i#]
EXERCISE 8.27. Let f : [0,1] — R be a function that is “nice” in the following
sense: for some constant ¢, we have | f(s) — f(¢)| < c|s—t| forall s,¢ € [0, 1]. This
condition is implied, for example, by the assumption that f has a derivative that
is bounded in absolute value by c on the interval [0, 1]. For each positive integer
n, define the polynomial B, s := Y _ (})f(k/m)T*(1 = T)"* € R[T]. Show
that | B, s(p) — f(p)| < c¢/2+/n for all positive integers n and all p € [0, 1]. Hint:
let X be a random variable with a binomial distribution that counts the number of
successes among n Bernoulli trials, each of which succeeds with probability p, and
begin by observing that B, r(p) = E[f(X/n)]. The polynomial B, s is called the
nth Bernstein approximation to f, and this result proves a classical result that
any “nice” function can approximated to arbitrary precision by a polynomial of
sufficiently high degree.

EXERCISE 8.28. Consider again the game played between Alice and Bob in
Example 8.11. Suppose that to play the game, Bob must place a one dollar bet.
However, after Alice reveals the sum of the two dice, Bob may elect to double his
bet. If Bob’s guess is correct, Alice pays him his bet, and otherwise Bob pays Alice
his bet. Describe an optimal playing strategy for Bob, and calculate his expected
winnings.

EXERCISE 8.29. A die is rolled repeatedly until it comes up “1,” or until it is rolled
n times (whichever comes first). What is the expected number of rolls of the die?
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8.5 Some useful bounds

In this section, we present several theorems that can be used to bound the prob-
ability that a random variable deviates from its expected value by some specified
amount.

Theorem 8.22 (Markov’s inequality). Let X be a random variable that takes only
non-negative real values. Then for every a > 0, we have

PIX > a] < E[X]/a.

Proof. We have

EIX]= ) sPIX=s] = ) sP[X=s]+ ) sP[X=s],

N s<a s=>a

where the summations are over elements s in the image of X. Since X takes only
non-negative values, all of the terms are non-negative. Therefore,

EIX]> ) sPIX=s] > ) aP[X=s] = aP[X2>al. O

s>a s>a

Markov’s inequality may be the only game in town when nothing more about
the distribution of X is known besides its expected value. However, if the variance
of X is also known, then one can get a better bound.

Theorem 8.23 (Chebyshev’s inequality). Let X be a real-valued random variable,
with y := E[X] and v := Var[X]. Then for every a > 0, we have

PIX — u|l > a] < v/a>.

Proof. LetY := (X — u)?. Then Y is always non-negative, and E[Y] = v. Applying
Markov’s inequality to Y, we have

P(IX — ul > a]l = P[Y > a’] <v/a®. O

An important special case of Chebyshev’s inequality is the following. Suppose
that {X;};es is a finite, non-empty, pairwise independent family of real-valued ran-
dom variables, each with the same distribution. Let u be the common value of
E[X;], v be the common value of Var[X;], and n := |I|. Set

- 1
X:=- Y Xi.
iel
The variable X is called the sample mean of {X;};c;. By the linearity of expecta-
tion, we have E[X] = u, and since {X;} ey is pairwise independent, it follows from
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Theorem 8.20 (along with part (ii) of Theorem 8.18) that Var[X] = v/n. Applying
Chebyshev’s inequality, for every € > 0, we have

PIIX — 4| > €] < n—; (8.25)

The inequality (8.25) says that for all € > 0, and for all 6 > 0, there exists ng
(depending on € and 6, as well as the variance v) such that n > ny implies

PIIX — pul > €] < 6. (8.26)
In words:

As n gets large, the sample mean closely approximates the expected
value y with high probability.

This fact, known as the law of large numbers, justifies the usual intuitive interpre-
tation given to expectation.

Let us now examine an even more specialized case of the above situation, where
each X; is a 0/1-valued random variable, taking the value 1 with probability p, and
0 with probability g := 1 — p. By Theorems 8.16 and 8.21, the X;’s have a common
expected value p and variance pgq. Therefore, by (8.25), for every € > 0, we have

PIIX — p| > £] < % (8.27)

The bound on the right-hand side of (8.27) decreases linearly in n. If one makes
the stronger assumption that the family {X;};e; is mutually independent (so that
X = Zi X; has a binomial distribution), one can obtain a much better bound that
decreases exponentially in n:

Theorem 8.24 (Chernoff bound). Let {X;};c; be a finite, non-empty, and mutu-
ally independent tamily of random variables, such that each X; is 1 with probability
p and O with probability q := 1 — p. Assume that 0 < p < 1. Also, let n := |I| and
X be the sample mean of {X;};e;. Then for every € > 0, we have:

(i) PIX —p>el < e/,
(i) PIX —p < —€] < e/,
(iii) P[|X — p| > €] < 2¢7"'/2,

Proof. First, we observe that (ii) follows directly from (i) by replacing X; by 1 —X;
and exchanging the roles of p and g. Second, we observe that (iii) follows directly
from (i) and (ii). Thus, it suffices to prove (i).

Let @ > 0 be a parameter, whose value will be determined later. Define the
random variable Z := e¢*"*=P) Since the function x > €% is strictly increasing,
we have X — p > € if and only if Z > . By Markov’s inequality, it follows that

PIX — p > €] = P[Z > ¢""] < E[Z]e™™". (8.28)
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So our goal is to bound E[Z] from above.

For each i € I, define the random variable Z; := e*Xi—?)._ Observe that
Z = Hie ; Zi, that {Z;};er is a mutually independent family of random variables
(see Theorem 8.12), and that for each i € I, we have

E[Zi] = e Pp + e* 0P g = pe®d 4 g,
It follows that
e1z) = €[] z] = [TEZ1 = e + gery.

iel iel
We will prove below that
pe®? + g < e®4/2, (8.29)
From this, it follows that
E[Z] < e 9"/2, (8.30)
Combining (8.30) with (8.28), we obtain
PIX — p > €] < e an/2-ane, (8.31)
Now we choose the parameter « so as to minimize the quantity a>qn/2 — ane. The
optimal value of « is easily seen to be @ = £/q, and substituting this value of « into
(8.31) yields (i).
To finish the proof of the theorem, it remains to prove the inequality (8.29). Let
p = pe*d + ge™*.
We want to show that f < /2 or equivalently, that log § < a®q/2. We have
p=e"(p+qge™) =e"(1—q(l —e™)),
and taking logarithms and applying parts (i) and (ii) of §A1, we obtain
logp=ag+log(l—q(l—e®) <ag—q(l—e ) =qle*+a—1)<qga’/2.
This establishes (8.29) and completes the proof of the theorem. O

Thus, the Chernoff bound is a quantitatively superior version of the law of large
numbers, although its range of application is clearly more limited.

Example 8.33. Suppose we toss a fair coin 10,000 times. The expected number
of heads is 5,000. What is an upper bound on the probability « that we get 6,000
or more heads? Using Markov’s inequality, we get @ < 5/6. Using Chebyshev’s
inequality, and in particular, the inequality (8.27), we get

1/4 1

< —t—=—,
*= 704102 ~ 200
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Finally, using the Chernoff bound, we obtain

—1041072 - -
a<e 10*107/2(0.5) _ e 100 ~ 10 43.4‘ O

EXERCISE 8.30. With notation and assumptions as in Theorem 8.24, and with
p = q = 1/2, show that there exist constants ¢; and ¢ such that

PIIX = 1/2] > ¢1/v/n] < 1/2 and P[|IX = 1/2| > c2/v/n] > 1/2.
Hint: for the second inequality, use Exercise 5.16.

EXERCISE 8.31. In each step of a random walk, we toss a coin, and move either
one unit to the right, or one unit to the left, depending on the outcome of the
coin toss. The question is, after n steps, what is our expected distance from the
starting point? Let us model this using a mutually independent family of ran-
dom variables {Y;}_,, with each Y; uniformly distributed over {1, 1}, and define
Y:=Y;+---+Y,. Show that the c;+/n < E[|Y|] < c24/n, for some constants ¢;

and cy.

EXERCISE 8.32. The goal of this exercise is to prove that with probability very
close to 1, a random number between 1 and m has very close to loglogm prime
factors. To prove this result, you will need to use appropriate theorems from Chap-
ter 5. Suppose N is a random variable that is uniformly distributed over {1,...,m},
where m > 3. Fori = 1,...,m, let D; be the indicator variable for the event that i
divides N. Also, define X := 3, _, D,, where the sum is over all primes p < m, so
that X counts the number of distinct primes dividing N. Show that:
(a) 1/i—1/m < E[D;] < 1/i,foreachi=1,...,m;
(b) |E[X] — loglog m| < c; for some constant c;;
(c) for all primes p, g, where p < m, g < m, and p # g, we have
1,1 1
CoviD,, Dyl < —( =~ +-),
mip q
where Cov is the covariance, as defined in Exercise 8.26;

(d) Var[X] < loglogm + ¢, for some constant c;;

(e) for some constant c3, and for every @ > 1, we have
P [IX — loglog m| > a(loglog m)l/z] < a—2<1 + ¢3(log log m)—1/2>.

EXERCISE 8.33. For each positive integer n, let 7(n) denote the number of positive
divisors of n. Suppose that N is uniformly distributed over {1,...,m}. Show that
E[z(N)] = logm + O(1).
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EXERCISE 8.34. You are given three biased coins, where for i = 1,2,3, coin i
comes up heads with probability p;. The coins look identical, and all you know is
the following: (1) |p; — p2| > 0.01 and (2) either p3 = p; or p3 = p>. Your goal
is to determine whether ps3 is equal to py, or to p;. Design a random experiment
to determine this. The experiment may produce an incorrect result, but this should
happen with probability at most 1072, Try to use a reasonable number of coin
tosses.

EXERCISE 8.35. Consider the following game, parameterized by a positive integer
n. One rolls a pair of dice, and records the value of their sum. This is repeated until
some value ¢ is recorded » times, and this value ¢ is declared the “winner.” It is
intuitively clear that 7 is the most likely winner. Let a, be the probability that 7
does not win. Give a careful argument that a,, — 0 as n — oo. Assume that the
rolls of the dice are mutually independent.

8.6 Balls and bins

This section and the next discuss applications of the theory developed so far.
Our first application is a brief study of “balls and bins.” Suppose you throw n
balls into m bins. A number of questions naturally arise, such as:

e What is the probability that a collision occurs, that is, two balls land in the
same bin?

e What is the expected value of the maximum number of balls that land in
any one bin?

To formalize these questions, we introduce some notation that will be used
throughout this section. Let I be a finite set of size n > 0, and .S a finite set
of size m > 0. Let {X;};c; be a family of random variables, where each X; is
uniformly distributed over the set .S. The idea is that I represents a set of labels
for our n balls, .S represents the set of m bins, and X; represents the bin into which
ball i lands.

We define C to be the event that a collision occurs; formally, this is the event that
Xi = Xj for some i, j € I with i # j. We also define M to be the random variable
that measures that maximum number of balls in any one bin; formally,

M := max{N, : s € S},
where for each s € .S, N is the number of balls that land in bin s; that is,
Ny:=|{iel:X;=s}|.

The questions posed above can now be stated as the problems of estimating P[C]
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and E[M]. However, to estimate these quantities, we have to make some assump-
tions about the independence of the X;’s. While it is natural to assume that the
family of random variables {X;};cs is mutually independent, it is also interesting
and useful to estimate these quantities under weaker independence assumptions.
We shall therefore begin with an analysis under the weaker assumption that {X;};cs
is pairwise independent. We start with a simple observation:

Theorem 8.25. Suppose {X;}icr is pairwise independent. Then for all i,j € I
with i # j, we have P[X; = X;] = 1/m.

Proof. The event X; = X; occurs if and only if X; = s and X; = s for some s € §.
Therefore,

PIX; = X;1= Y PI(X; = 5) N (X; = 5)] (by Boole’s equality (8.7))
SES
= Z 1/m?* (by pairwise independence)
SES
=1/m. O

Theorem 8.26. Suppose {X;}icr is pairwise independent. Then

nn—1)
PIC] < P

Proof. Let I® := {J C I : |J| = 2}. Then using Boole’s inequality (8.6) and
Theorem 8.25, we have

1 |1® —1
PICI< Y PXi=Xl= Y %:|m|:n(nzm ) 4

{i.j}el® {i.j}eI?®

Theorem 8.27. Suppose {X;}iey is pairwise independent. Then

E[M] < y/n*/m+ n.

Proof. To prove this, we use the fact that E[M]? < E[M?] (see Theorem 8.19), and
that M?> < Z := Y _o N2. It will therefore suffice to show that

E[Z] < n*/m + n. (8.32)

To this end, for i € I and s € .S, let L; be the indicator variable for the event that
ball i lands in bin s (i.e., X; = ), and for i, j € I, let C;; be the indicator variable
for the event that balls i and j land in the same bin (i.e., X; = X;). Observing that
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Cij = ZSES I—isl-jSa we have

2= TN = BT = DT () = 3 T kel

SES seS i€l seS iel jel i,jel seS
= 2 Cij-
ijel
For i,j € I, we have E[C;;] = P[X; = X;] (see Theorem 8.16), and so by The-
orem 8.25, we have E[C;;] = 1/m if i # j, and clearly, E[C;;] = 1ifi = j. By
linearity of expectation, we have

nn—1)
ElZ]= ) E[Cil= ) EIC;l+ ) EICi] = +n<n/m+n,
i,jel i,jel iel
i#j

which proves (8.32). O

We next consider the situation where {X;};c; is mutually independent. Of
course, Theorem 8.26 is still valid in this case, but with our stronger assumption,
we can derive a lower bound on P[C].

Theorem 8.28. Suppose {X;}ier is mutually independent. Then
P[C] > 1 —e"(n=D/2m,

Proof. Let a := P[C]. We want to show a < e "("=1/2m_ e may assume that
I ={1,..., n} (the labels make no difference) and that n < m (otherwise, a = 0).
Under the hypothesis of the theorem, the random variable (X1, ..., X,) is uniformly
distributed over S*". Among all m" sequences (s1,...,s,) € S, there are a total
of m(m—1)---(m— n+ 1) that contain no repetitions: there are m choices for s,
and for any fixed value of s1, there are m — 1 choices for s, and so on. Therefore

a:m(m—l)---(m—n+1)/m"=(1—i><1—3)---<1—"_1>.

m m m

Using part (i) of §A1, we obtain

a< e—z::l] ifm _ e—n(n—l)/Zm. 0

Theorem 8.26 implies that if n(n — 1) < m, then the probability of a collision is
at most 1/2; moreover, Theorem 8.28 implies that if n(n — 1) > (21log2)m, then
the probability of a collision is at least 1/2. Thus, for n near 4/m, the probability
of a collision is roughly 1/2. A colorful illustration of this is the following fact: in
aroom with 23 or more people, the odds are better than even that two people in the
room have birthdays on the same day of the year. This follows by setting n = 23
and m = 365 in Theorem 8.28. Here, we are ignoring leap years, and the fact that
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birthdays are not uniformly distributed over the calendar year (however, any skew
in the birthday distribution only increases the odds that two people share the same
birthday —see Exercise 8.40 below). Because of this fact, Theorem 8.28 is often
called the birthday paradox (the “paradox” being the perhaps surprisingly small
number of people in the room).

The hypothesis that {X;};c; is mutually independent is crucial in Theorem 8.28.
Indeed, assuming just pairwise independence, we may have P[C] = 1/m, even
when n = m (see Exercise 8.42 below). However, useful, non-trivial lower bounds
on P[C] can still be obtained under assumptions weaker than mutual independence
(see Exercise 8.43 below).

Assuming {X;};ey is mutually independent, we can get a much sharper upper
bound on E[M] than that provided by Theorem 8.27. For simplicity, we only
consider the case where m = n; in this case, Theorem 8.27 gives us the bound
E[M] < +2n (which cannot be substantially improved assuming only pairwise
independence—see Exercise 8.44 below).

Theorem 8.29. Suppose {X;};cr is mutually independent and that m = n. Then

logn
E[M] < (1+o(1))

loglogn’

Proof. We use Theorem 8.17, which says that E[M] = ), ., P[M > k].

Claim 1. For k > 1, we have P[M > k] < n/k!. B

To prove Claim 1, we may assume that k < n (as otherwise, P[M > k] = 0).
Let I'® := {J C I:|J|=k}. Now, M > k if and only if there is an s € .S and a
subset J € I'® such that X j = s forall j € J. Therefore,

PM=k<y Y P[ﬂ(xj - s)] (by Boole’s inequality (8.6))

SES JeIk) jeJ

= Z 2 H P[X; = s] (by mutual independence)

SES JelI®) jeJ

= n(Z)n_k <n/k!.

That proves Claim 1.
Of course, Claim 1 is only interesting when n/k! < 1, since P[M > k] is always
at most 1. Define F(n) to be the smallest positive integer k such that k! > n.
Claim 2. F(n) ~ logn/loglogn.
To prove this, let us set k := F(n). It is clear that n < k! < nk, and taking
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logarithms, logn < log k! < logn + log k. Moreover, we have

k k
logk! = Zlogﬁ = J logxdx + O(logk) = klogk — k + O(logk) ~ klogk,
(=1 I

where we have estimated the sum by an integral (see §AS). Thus,
logn =logk! + O(logk) ~ klogk.
Taking logarithms again, we see that
loglogn = logk +loglogk + o(1) ~ logk,

and so logn ~ klog k ~ kloglog n, from which Claim 2 follows.

Finally, observe that each term in the sequence {n/k!}}, is at most half the
previous term. Combining this observation with Claims 1 and 2, and the fact that
P[M > k] is always at most 1, we have

E[M]:ZP[Mzk]: Z P[M > k] + Z P[M > k]

k>1 k<F(n) k>F(n)
< F(n)+ ) 27" = F(n) + 1 ~ logn/loglogn. O
£>1
EXERCISE 8.36. Let «y,...,a, be real numbers that sum to 1. Show that 0 <

> (as—1/m)> = Y™  a? —1/m, and in particular, Y, a? > 1/m.

EXERCISE 8.37. Let X and X’ be independent random variables, both having the
same distribution on a set .S of size m. Show that P[X = X'] = ZSGS PIX = s]? >
1/m.

EXERCISE 8.38. Suppose that the family of random variables X, Y, Y’ is mutually
independent, where X has image .S, and where Y and Y’ have the same distribution
on a set T. Let ¢ be a predicate on .S x T, and let a := P[¢(X,Y)]. Show that
P[@(X,Y) N p(X,Y")] > a?. In addition, show that if Y and Y’ are both uniformly
distributed over T', then P[¢(X,Y) N dp(X,Y)N (Y # Y] > a® —a/|T|.

EXERCISE 8.39. Let ay,..., a, be non-negative real numbers that sum to 1. Let
S:={1,....,m},andforn=1,...,m,let S™ := (T C .S :|T| = n}, and define

Pay,...,ay) = 2 I Ia,.
TeSm teT

Show that P,(ay,...,a,) is maximized when a; = --- = a,, = 1/m. Hint: first
argue that if a; < a;, then for every € € [0, &y — a,], replacing the pair (ay, ;) by
(as + €, a; — €) does not decrease the value of P,(ay,...,a,).
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EXERCISE 8.40. Suppose that {X;};cs is a finite, non-empty, mutually independ-
ent family of random variables, where each X; is uniformly distributed over a finite
set S. Suppose that {Y;};c; is another finite, non-empty, mutually independent
family of random variables, where each Y; has the same distribution and takes
values in the set .S. Let a be the probability that the X;’s are distinct, and f be the
probability that the Y;’s are distinct. Using the previous exercise, show that f < a.

EXERCISE 8.41. Suppose n balls are thrown into m bins. Let .A be the event that
there is some bin that is empty. Assuming that the throws are mutually independent,
and that n > m(log m + t) for some ¢ > 0, show that P[A] < e7".

EXERCISE 8.42. Show that for every prime p, there exists a pairwise independent
family of random variables {X;};cz,, where each X; is uniformly distributed over
Z,, and yet the probability that all the X;’s are distinctis 1 — 1/p.

EXERCISE 8.43. Let {X;}]_, be a finite, non-empty, 4-wise independent family of
random variables, each uniformly distributed over a set .S. Let a be the probability
that the X;’s are distinct. For i, j = 1,...,n, let C;; be the indicator variable for the
event that X; = X, and define K := {(i,j) : 1 <i<n-1,i+1<j<n}and
Z := Y. yex Cij- Show that:

(@) {Cij}q,jyek is pairwise independent;

(b) E[Z] = n(n—1)/2mand Var[Z] = (1 — 1/m) E[Z];

(c) a < 1/E[Z];

(d) @ <1/2, provided n(n — 1) > 2m (hint: Exercise 8.4).

EXERCISE 8.44. Let k be a positive integer, let n := k> —k+ 1, let I and S be sets
of size n, and let s¢ be a fixed element of S. Also, let I'®) := {J C I : |J| = k},
and let IT be the set of all permutations on .S. For each J € I'®¥), let f; be some
function that maps J to so, and maps [ \ J injectively into .S \ {s9}. For = € II,
J € I™ and i € I, define p;(x,J) := n(f;(i)). Finally, let Y be uniformly
distributed over IT x I'®), and for i € I, define X; := p;(Y). Show that {X;};er
is pairwise independent, with each X; uniformly distributed over S, and yet the
number of X;’s with the same value is always at least y/a.

EXERCISE 8.45. Let S be a set of size m > 1, and let sg be an arbitrary, fixed
element of S. Let F be a random variable that is uniformly distributed over the
set of all m™ functions from S into S. Let us define random variables X;, for
i=0,1,2,...,as follows:

Xo =50, Xiy1:=FX;) (i=0,1,2,...).

Thus, the value of X; is obtained by applying the function F a total of i times to the
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starting value so. Since S has size m, the sequence {X;}*, must repeat at some
point; that is, there exists a positive integer n (with n < m) such that X,, = X; for
somei =0,...,n— 1. Define the random variable Y to be the smallest such value
n.

(a) Show that for every i > 0 and for all sy,...,s; € S such that sg, s1,...,s;
are distinct, the conditional distribution of X, given the event (X; = s1) N
-+« N (X; = s;) 1s the uniform distribution on S

(b) Show that for every integer n > 1, we have Y > n if and only if the random
variables Xy, X1, ..., X,—1 take on distinct values.

(c) From parts (a) and (b), show that for eachn = 1,...,m, we have
PlY>n|Y>n—-1]=1—-(m-1)/m,

and conclude that

n—1
PIY > n] = [J(1 = ifm) < e=D/2m,
i=1

(d) Using part (c), show that
ElY]= Y PIY 2nl < Y &0/ = 0(m'/?).

n>1 n>1
(e) Modify the above argument to show that E[Y] = Q(m!'/?).

EXERCISE 8.46. The setup for this exercise is identical to that of the previous
exercise, except that now, F is uniformly distributed over the set of all m! permuta-
tions of S.

(a) Show thatif Y = n, then X,, = Xj.

(b) Show that for every i > 0 and all s,...,s; € S such that sg, sq,...,s; are
distinct, the conditional distribution of X;.; given (X; = s;)N---N(X; = ;)
is essentially the uniform distribution on S \ {sy,...,s;}.

(c) Show that foreachn = 2,...,m, we have

1
PlY>n|Y>n-1]=1— ———,
YznlYzn ] m—n+2
and conclude that foralln = 1,..., m, we have
e 1 n—1
PLY > n] = (1 - ) -1
¥ > n] 1_11 m—i m

(d) From part (c), show that Y is uniformly distributed over {1,...,m}, and in
particular, E[Y] = (m+ 1)/2.
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8.7 Hash functions

In this section, we apply the tools we have developed thus far to a particularly
important area of computer science: the theory and practice of hashing.

Let R, S, and T be finite, non-empty sets. Suppose that for each r € R, we have
a function @, : § — T. We call ®@, a hash function (from .S to 7). Elements of
R are called keys, and if ®@,(s) = ¢, we say that s hashes to ¢ under r.

In applications of hash functions, we are typically interested in what happens
when various inputs are hashed under a randomly chosen key. To model such
situations, let H be a random variable that is uniformly distributed over R, and for
each s € .S, let us define the random variable ®y(s), which takes the value @, (s)
when H = r.

e We say that the family of hash functions {®, },cr is pairwise independent
if the family of random variables {®y(s)} ;s is pairwise independent, with
each @y (s) uniformly distributed over 7.

e We say that {®, },cr is universal if
P[®p(s) = ®u(s)] < 1/|T|

for all 5,5’ € .S with s # s'.

We make a couple of simple observations. First, by Theorem 8.25, if the family
of hash functions {®, },cr is pairwise independent, then it is universal. Second, by
Theorem 8.10, if |.S| > 1, then {®,},cr is pairwise independent if and only if the
following condition holds:

the random variable (®y(s), Py(s")) is uniformly distributed over
T xT,forall s,s" € S withs # s;

or equivalently,

P[®y(s) = tNDy(s') =] = 1/|T|*> forall 5,5’ € S with s # s,
and forallt,# € T.

Before looking at constructions of pairwise independent and universal families
of hash functions, we briefly discuss two important applications.

Example 8.34. Suppose {®,},cr is a universal family of hash functions from §
to T. One can implement a “dictionary” using a so-called hash table, which is
basically an array A indexed by T, where each entry in A is a list. Entries in the
dictionary are drawn from the set .S. To insert a word s € .S into the dictionary, s
is first hashed to an index ¢, and then s is appended to the list A[#]; likewise, to see
if an arbitrary word s € S is in the dictionary, s is first hashed to an index #, and
then the list A[f] is searched for s.

Usually, the set of entries in the dictionary is much smaller than the set .S. For
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example, .S may consist of all bit strings of length up to, say 2048, but the dic-
tionary may contain just a few thousand, or a few million, entries. Also, to be
practical, the set T should not be too large.

Of course, all entries in the dictionary could end up hashing to the same index,
in which case, looking up a word in the dictionary degenerates into linear search.
However, we hope that this does not happen, and that entries hash to indices that
are nicely spread out over 7. As we will now see, in order to ensure reasonable
performance (in an expected sense), T needs to be of size roughly equal to the
number of entries in the dictionary,

Suppose we create a dictionary containing » entries. Let m := |T|,and let I C .S
be the set of entries (so n = |I|). These n entries are inserted into the hash table
using a randomly chosen hash key, which we model as a random variable H that
is uniformly distributed over R. For each s € .S, we define the random variable
L, to be the number of entries in I that hash to the same index as s under the key
H; thatis, Ly := |{i € I : ®y(s) = Dy(i)}|. Intuitively, L; measures the cost of
looking up the particular word s in the dictionary. We want to bound E[L]. To this
end, we write L, as a sum of indicator variables: L = Zie 1 Csi, where Cg; is the
indicator variable for the event that ®y(s) = ®y(i). By Theorem 8.16, we have
E[Csi] = P[Dy(s) = ®y(i)]; moreover, by the universal property, E[Cy;] < 1/m if
s # i, and clearly, E[Cy;] = 1 if s = i. By linearity of expectation, we have

ElLs] = )| E[Cql.
iel
If s ¢ I, then each term in the sum is < 1/m, and so E[L;] < n/m. If s € I,
then one term in the sum is 1, and the other n — 1 terms are < 1/m, and so
E[L;] <14 (n—1)/m. In any case, we have

ElL,] < 1+n/m.

In particular, this means that if m > n, then the expected cost of looking up any

particular word in the dictionary is bounded by a constant. O

Example 8.35. Suppose Alice wants to send a message to Bob in such a way that
Bob can be reasonably sure that the message he receives really came from Alice,
and was not modified in transit by some malicious adversary. We present a solution
to this problem here that works assuming that Alice and Bob share a randomly
generated secret key, and that this key is used to authenticate just a single message
(multiple messages can be authenticated using multiple keys).

Suppose that {®,},cr is a pairwise independent family of hash functions from
S to T. We model the shared random key as a random variable H, uniformly
distributed over R. We also model Alice’s message as a random variable X, taking
values in the set .S. We make no assumption about the distribution of X, but we do
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assume that X and H are independent. When Alice sends the message X to Bob,
she also sends the “authentication tag” Y := ®y(X). Now, when Bob receives a
message X' and tag Y’, he checks that ®y(X’) = Y’; if this holds, he accepts the
message X’ as authentic; otherwise, he rejects it. Here, X’ and Y’ are also random
variables; however, they may have been created by a malicious adversary who may
have even created them after seeing X and Y. We can model such an adversary as
a pair of functions f : S xT — Sandg: S xT — T, sothat X’ := f(X,Y) and
Y’ := g(X,Y). The idea is that after seeing X and Y, the adversary computes X’ and
Y’ and sends X’ and Y’ to Bob instead of X and Y. Let us say that the adversary
fools Bob if ®y(X') = Y and X’ # X. We will show that P[F] < 1/m, where F is
the event that the adversary fools Bob, and m := |T'|. Intuitively, this bound holds
because the pairwise independence property guarantees that after seeing the value
of @y at one input, the value of @y at any other input is completely unpredictable,
and cannot be guessed with probability any better than 1/m. If m is chosen to be
suitably large, the probability that Bob gets fooled can be made acceptably small.
For example, .S may consist of all bit strings of length up to, say, 2048, while the set
T may be encoded using much shorter bit strings, of length, say, 64. This is nice,
as it means that the authentication tags consume very little additional bandwidth.
A straightforward calculation justifies the claim that P[F] < 1/m:

PFI= Y Y P [(X =N =0n r] (law of total probability (8.9))
seS teT

=y P [(x = $) N (D(s) = 1) N (Pu(f(5,1) = g(s,1)) N
seS teT (f(s,t) 75 s)]

=) D PIX=5s] P[(ch(s) = 1) N (@x(f(s,0) = g(s,1) N
ses rel (f(s,t) # s)] (since X and H are independent)

< z Z PIX = s]- (1/m2) (since {D,},er is pairwise independent)
seS teT

= (l/m)ZP[X= sl=1/m. O

seS
We now present several constructions of pairwise independent and universal

families of hash functions.

Example 8.36. By setting k := 2 in Example 8.27, for each prime p, we immedi-
ately get a pairwise independent family of hash functions {®,},cg from Z, to Z,,
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where R = 7, x Z,, and for r = (ro,r1) € R, the hash function ®, is given by
. Z,—> 7,
S ro+rys. O

While very simple and elegant, the family of hash functions in Example 8.36 is
not very useful in practice. As we saw in Examples 8.34 and 8.35, what we would
really like are families of hash functions that hash long inputs to short outputs. The
next example provides us with a pairwise independent family of hash functions that
satisfies this requirement.

Example 8.37. Let p be a prime, and let ¢ be a positive integer. Let S := Z;é and

R = Z;(EH). For each r = (rg,71,...,r) € R, we define the hash function
D, : S - Z,
(S1y...sSp) > ro+risy+ -+ rpsy.

We will show that {®,},cr is a pairwise independent family of hash functions
from S to Z,. To this end, let H be a random variable uniformly distributed over
R. We want to show that for each s,s’ € S with s # s’, the random variable
(P (s), PH(s")) is uniformly distributed over Z, x Z,. So let s # s’ be fixed, and
define the function
p: R—=>7Z,xZ,
r= (®.(s), (Dr(s/))-

Because p is a group homomorphism, it will suffice to show that p is surjective (see

Theorem 8.5). Suppose s = (s1,...,5¢) and 5" = (5},...,5,). Since s # s, we
must have s; # s;. for some j = 1,...,£. For this j, consider the function
P R—-Zy,x1Z,
(ro,r1s...,r0) = (ro+rjsj,ro+ rjs;.).

Evidently, the image of p includes the image of p’, and by Example 8.36, the func-
tion p' is surjective. O

To use the construction in Example 8.37 in applications where the set of inputs
consists of bit strings of a given length, one can naturally split such a bit string up
into short bit strings which, when viewed as integers, lie in the set {0,...,p — 1},
and which can in turn be viewed as elements of Z,. This gives us a natural, injective
map from bit strings to elements of Z;K. The appropriate choice of the prime p
depends on the application. Of course, the requirement that p is prime limits our
choice in the size of the output set; however, this is usually not a severe restric-
tion, as Bertrand’s postulate (Theorem 5.8) tells us that we can always choose p
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to within a factor of 2 of any desired value of the output set size. Nevertheless,
the construction in the following example gives us a universal (but not pairwise
independent) family of hash functions with an output set of any size we wish.

Example 8.38. Let p be a prime, and let m be an arbitrary positive integer. Let
us introduce some convenient notation: for a € Z,, let [all, := [rep(a)]n € Zpn
(recall that rep(«) denotes the unique integer a € {0, ..., p—1} such thata = [a],).
Let R :=7Z, x Z;, and for each r = (rg,r1) € R, define the hash function

D, Zp— Ln
s+ [[ro + risln-

Our goal is to show that {®, } .cg is a universal family of hash functions from Z, to
Zp. Solets,s" € 7, with s # ', let Hy and H; be independent random variables,
with Ho uniformly distributed over Z, and H uniformly distributed over Z;, and let
H := (Hg, H;). Also, let C be the event that ®y(s) = ®y(s’). We want to show that
P[C] < 1/m. Let us define random variables Y := Hy + Hys and Y’ := Hy + Hys'.
Also, let § := s’ — s # 0. Then we have

PICT = P{ 1Y = 1Y/l

=P [I[Y]]m Y+ H1§]]m] (since Y' = Y + H,3)

= 3 P[(IYIn = Y + His1) 0 (Y = a)] (law of total probability (8.9))
a€Zy )

= 2 P|(Ial = e+ Hisla) n (¥ = )|
a€Zy )

= ' Pllally =l + HiSl| PLY = al
a€Z,

(by Theorem 8.13, Y and H; are independent).
It will suffice to show that
P[[[a]]m = e+ H1§]]m] <1/m (8.33)
for each a € Z,, since then

PIC] < Z (1/m)PlY =a] = (1/m) Z PIlY =a] =1/m.
a€”Zy €Ly
So consider a fixed a € Z,. As § # 0 and H; is uniformly distributed over Z;, it
follows that H;§ is uniformly distributed over Z;‘,, and hence a + H,$ is uniformly
distributed over the set Z, \ {a}. Let My := {p € Z, : [alln, = [Plln}. To prove
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(8.33), we need to show that [M, \ {a}| < (p — 1)/m. But it is easy to see that
|[M,| < [p/m], and since M, certainly contains a, we have

-1 -1
|Ma\{a}|g[£]_1sﬁ+m__1:p .
m m m m

One drawback of the family of hash functions in the previous example is that the
prime p may need to be quite large (at least as large as the size of the set of inputs)
and so to evaluate a hash function, we have to perform modular multiplication of
large integers. In contrast, in Example 8.37, the prime p can be much smaller
(only as large as the size of the set of outputs), and so these hash functions can be
evaluated much more quickly.

Another consideration in designing families of hash functions is the size of key
set. The following example gives a variant of the family in Example 8.37 that uses
somewhat a smaller key set (relative to the size of the input), but is only a universal
family, and not a pairwise independent family.

Example 8.39. Let p be a prime, and let £ be a positive integer. Let S := Z;MH)
and R := Z;e. Foreachr = (rq,...,r;) € R, we define the hash function
oD, : S - Z,
(805 815.--58¢) > So+riS|+---+rpsg.

Our goal is to show that {®,},cr is a universal family of hash functions from
S to Zp. Solets,s’ € S with s # s, and let H be a random variable that is
uniformly distributed over R. We want to show that P[®y(s) = ®y(s')] < 1/p. Let

s = (50,51,...,5¢) and 8" = (57, 8},...,5)), and set §; := s5; —s; fori =0, 1,....L.
Let us define the function
p: R - Z,
(Fly...,re) > P18+ -+ 1Sy,

Clearly, ®y(s) = ®y(s’) if and only if p(H) = —3p. Moreover, p is a group
homomorphism. There are two cases to consider. In the first case, §; = 0 for all
i = 1,...,¢; in this case, the image of p is {0}, but §y # O (since s # s’), and
so P[p(H) = —5§y3] = 0. In the second case, §; # 0 for some i = 1,...,¢; in
this case, the image of p is Z,, and so p(H) is uniformly distributed over Z, (see
Theorem 8.5); thus, P[p(H) = —§y] = 1/p. O

One can get significantly smaller key sets, if one is willing to relax the defini-
tions of universal and pairwise independence. Let {®,},cg be a family of hash
functions from S to T, where m := |T|. Let H be a random variable that is
uniformly distributed over R. We say that {®,},cr is e-almost universal if for
all 5,5 € S with s # s, we have P[®y(s) = ®y(s')] < . Thus, {D,},er is
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universal if and only if it is 1 /m-almost universal. We say that {®, },cg is e-almost
strongly universal if ®y(s) is uniformly distributed over T for each s € .S, and
Pl(®u(s) = 1) N (Pu(s’) =) <e/mforall s,s' € S withs # s’ and all ¢, € T.
Constructions, properties, and applications of these types of hash functions are
developed in some of the exercises below.

EXERCISE 8.47. For each positive integer n, let I, denote {0,...,n — 1}. Let m

be a power of a prime, ¢ be a positive integer, .S := I and R := I XZ(H]). For
. m

eachr = (ro,r1,...,r¢) € R, define the hash function

D, : S - I,
(Sl,...,S[)l—) K(ro+r1s1+...+r”[) mOdm2>/mJ

Using the result from Exercise 2.13, show that {®, },cr is a pairwise independent
family of hash functions from .S to I,,. Note that on a typical computer, if m is a
suitable power of 2, then it is very easy to evaluate these hash functions, using just
multiplications, additions, shifts, and masks (no divisions).

EXERCISE 8.48. Let {®,},cr be an e-almost universal family of hash functions
from S to T. Also, let H, X, X’ be random variables, where H is uniformly dis-
tributed over R, and both X and X’ take values in .S. Moreover, assume H and
(X, X") are independent. Show that P[®y(X) = ®y(X)] < P[X = X'] + €.

EXERCISE 8.49. Let {®,},cr be an e-almost universal a family of hash functions
from S to T, and let H be a random variable that is uniformly distributed over R.
Let I be a subset of S of size n > 0. Let C be the event that ®y(i) = Dy(j)
for some i,j € I with i # j. We define several random variables: for each
teT,N; = |{i € I:Dy@i) =t}|; M:=max{N; :t € T}, foreach s € S,
Ly:=|{i €1 :®Py(s) = Dy(i)}|. Show that:

(a) PIC] < en(n—1)/2;

(b) E[M] < Ven?+n;

(c) foreachs € S,E[L;] <1+ ¢n.

The results of the previous exercise show that for many applications, the e-
almost universal property is good enough, provided € is suitably small. The next
three exercises develop e-almost universal families of hash functions with very
small sets of keys, even when ¢ is quite small.

EXERCISE 8.50. Let p be a prime, and let £ be a positive integer. Let .S := Z;(“l).
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For each r € Z,, define the hash function

oD, : S = Z,

(S(),Sl,...,Sg)l—)S0+S1r+"'+Sﬂ’[.

Show that {®, },¢z, is an £/p-almost universal family of hash functions from .S to
Lp.

EXERCISE 8.51. Let {®,},cr be an e-almost universal family of hash functions
from StoT. Let {<D'r, } mer be an €’-almost universal family of hash functions from
S’ to T', where T C S’. Show that

{®@, 0 @} ryerxr

is an (¢ + £’)-almost universal family of hash functions from S to T’ (here, “o”
denotes function composition).

EXERCISE 8.52. Let m and ¢ be positive integers, and let 0 < a < 1. Given these
parameters, show how to construct an e-almost universal family of hash functions
(@, },er from ZXE to Z,,, such that

e<(l+a)/m and log|R| = O(logm +log{ + log(1/a)).
Hint: use the previous two exercises, and Example 8.38.

EXERCISE 8.53. Let {®,},cr be an g-almost universal family of hash functions
from S to T. Show thate > 1/|T| - 1/|S]|.

EXERCISE 8.54. Let {®,},cr be a family of hash functions from S to T, with
m := |T|. Show that:
(a) if {®,},cr is e-almost strongly universal, then it is e-almost universal;
(b) if {®,},cr is pairwise independent, then it is 1/m-almost strongly univer-
sal;
(¢) if {®,},er is e-almost universal, and {@’r,}rreRr is an ¢’-almost strongly
universal family of hash functions from S’ to T’, where T C .S’, then
{¢>’r, o @, } (- ,erxr 18 an (& + €’)-almost strongly universal family of hash
functions from S to 7".

EXERCISE 8.55. Show that if an e-almost strongly universal family of hash func-
tions is used in Example 8.35, then Bob gets fooled with probability at most €.

EXERCISE 8.56. Show how to construct an e-almost strongly universal family of
hash functions satisfying the same bounds as in Exercise 8.52, under the restriction
that m is a prime power.
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EXERCISE 8.57. Let p be a prime, and let £ be a positive integer. Let S := Z;Z
and R := Z, x Z,. For each (rp,r1) € R, define the hash function

D, : S =7,

(sl,...,Sg)l—)ro+s1r1+---+Sgrf.

Show that {®,},cr is an £/p-almost strongly universal family of hash functions
from S to Z,,.

8.8 Statistical distance
This section discusses a useful measure of “distance” between two random vari-
ables. Although important in many applications, the results of this section (and the
next) will play only a very minor role in the remainder of the text.
Let X and Y be random variables which both take values in a finite set .S. We
define the statistical distance between X and Y as

AX: Y] = %EJP[X:S]—P[Y:SH.
Theorem 8.30. For random variables X,Y,Z, we have
1 0<AX YL 1,
(i) ALX;X] =0,
(iii) A[X;Y] = A[Y;X], and
(iv) A[X;Z] < A[X; Y]+ ALY; Z].

Proof. Exercise. O

It is also clear from the definition that A[X; Y] depends only on the distributions
of X and Y, and not on any other properties. As such, we may sometimes speak of
the statistical distance between two distributions, rather than between two random
variables.

Example 8.40. Suppose X has the uniform distribution on {1,...,m}, and Y has
the uniform distribution on {1,...,m — 6}, where 6 € {0,...,m — 1}. Let us
compute A[X;Y]. We could apply the definition directly; however, consider the
following graph of the distributions of X and Y:
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1/(m—6)

1/m f---------mmmm oo

0 m—o m

The statistical distance between X and Y is just 1/2 times the area of regions A
and C in the diagram. Moreover, because probability distributions sum to 1, we
must have

area of B + area of A = 1 = area of B + area of C,
and hence, the areas of region A and region C are the same. Therefore,
A[X;Y] = areaof A = areaof C = §/m. O
The following characterization of statistical distance is quite useful:

Theorem 8.31. Let X and Y be random variables taking values in a set .S. For
every S’ C S, we have

A[X;Y] > |P[X € S']1—P[Y € 5],
and equality holds for some S’ C S, and in particular, for the set
S :={se€S:PX=s]<P[Y =5s]},
as well as its complement.

Proof. Suppose we split the set .S into two disjoint subsets: the set Sy consisting
of those s € S such that P[X = s] < P[Y = s], and the set .S consisting of those
s € .S such that P[X = s] > P[Y = s]. Consider the following rough graph of
the distributions of X and Y, where the elements of Sy are placed to the left of the
elements of Sy:

So Sy —
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Now, as in Example 8.40,
A[X; Y] = area of A = area of C.
Now consider any subset S’ of .S, and observe that
P[X € S']1 = P[Y € S'] = area of C' — area of A’,

where C’ is the subregion of C that lies above ', and A’ is the subregion of A that
lies above .S’. It follows that |P[X € S'] — P[Y € S’]| is maximized when S’ = .S
or 8’ = S|, in which case it is equal to A[X;Y]. O

We can restate Theorem 8.31 as follows:
ALX; Y] = max {|P[p(X)] — P[d(Y)]] : ¢ is a predicate on S'}.

This implies that when A[X; Y] is very small, then for every predicate ¢, the events
¢(X) and ¢(Y) occur with almost the same probability. Put another way, there is no
“statistical test” that can effectively distinguish between the distributions of X and
Y. For many applications, this means that the distribution of X is “for all practical
purposes” equivalent to that of Y, and hence in analyzing the behavior of X, we can
instead analyze the behavior of Y, if that is more convenient.

Theorem 8.32. If S and T are finite sets, X and Y are random variables taking
valuesin S, and f : S — T is a function, then A[f(X); f(Y)] < A[X;Y].

Proof. We have

ALFX); fFOD] = IPLf(X) e T'1 =P[f(Y) eT']| forsomeT' C T
(by Theorem 8.31)
= |P[X € fH(T)] = PLY € (T
< A[X;Y] (again by Theorem 8.31). O

Example 8.41. Let X be uniformly distributed over the set {0,...,m—1}, and let Y
be uniformly distributed over the set {0, ...,n—1},forn > m. Let f(¢) := t mod m.
We want to compute an upper bound on the statistical distance between X and f(Y).
We can do this as follows. Let n = gm — r, where 0 < r < m, so that ¢ = [n/m].
Also, let Z be uniformly distributed over {0, ...,gm — 1}. Then f(Z) is uniformly
distributed over {0, ...,m—1}, since every element of {0, ...,m— 1} has the same
number (namely, g) of pre-images under f which lie in the set {0,...,gm — 1}.
Since statistical distance depends only on the distributions of the random variables,
by the previous theorem, we have

AX; fF(N] = ALf(D); F(N] < A[Zy Y],
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and as we saw in Example 8.40,
AlZ;Y]=r/gm< 1/q < m/n.

Therefore,
AIX; f(Y)] <m/n. O

We close this section with two useful theorems.

Theorem 8.33. Suppose X, Y, and Z are random variables, where X and Z are
independent, and Y and Z are independent. Then A[X,Z;Y,Z] = A[X,Y].

Note that A[X, Z; Y, Z] is shorthand for A[(X, 2); (Y, 2)].

Proof. Suppose X and Y take values in a finite set .S, and Z takes values in a finite
set T'. From the definition of statistical distance,

2A[X,Z:Y,Z] = Z |PIX =5)n(Z=0]-P[(Y=5)n(Z=1]|

= Y |PIX =sIP[Z =1]-P[Y = 5]P[Z = 1]

(by independence)
= Z P[Z = 5] - P[Y = 5]
(ZP[Z—t])<Z|P[X—s] =s]|>
=1-2A[X;Y]. O

Theorem 8.34. Let Xy,...,X,,Y1,...,Y, be random variables, where {X,-};’=l is
mutually independent, and {Y;}]_, is mutually independent. Then we have

n
A1 Xt Vi, Yal < 30 ALX YL
i=1
Proof. Since A[Xy,...,X,;Y1,...,Yy] depends only on the individual distributions
of the random variables (Xi,...,X,) and (Yq,...,Y,), without loss of general-
ity, we may assume that (Xi,...,X,) and (Yq,...,Y,) are independent, so that
Xiyoooy Xn, Y1,..., Y, form a mutually independent family of random variables.
We introduce random variables Zy, . .., Z,, defined as follows:
ZO = (X17 e aXI’l)9
Zi=1,....Y, Xix1,...,Xy) fori=1,...,n—1,and
Zy = (Yl’---,Yn)-
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By definition, A[X,..., Xy Y1,...,Ys] = A[Zy;Z,]. Moreover, by part (iv) of
Theorem 8.30, we have A[Zy; Z,] < 27:1 A[Z;_1;Z;]. Now consider any fixed
indexi = 1,...,n. By Theorem 8.33, we have

A[Zi—l;zi] ZA[Xi7 (Yla“"Y[—17Xi+1a~--aXn);
Yia (Yls'"7Yi—laXi+19"-9Xl’l)]
= A[X;; Y.

The theorem now follows immediately. O

The technique used in the proof of the previous theorem is sometimes called
a hybrid argument, as one considers the sequence of “hybrid” random variables
Zy,Z1,...,2Zy,, and shows that the distance between each consecutive pair of vari-
ables is small.

EXERCISE 8.58. Let X and Y be independent random variables, each uniformly
distributed over Z,, where p is prime. Calculate A[X, Y; X, XY].

EXERCISE 8.59. Let n be an integer that is the product of two distinct primes of
the same bit length. Let X be uniformly distributed over Z,, and let Y be uniformly
distributed over Z*. Show that A[X; Y] < 3n~!/2,

EXERCISE 8.60. Let X and Y be 0/1-valued random variables. Show that
AX;Y]=|P[X=1]-P[Y =1]].

EXERCISE 8.61. Let .S be a finite set, and consider any function ¢ : S — {0, 1}.
Let B be a random variable uniformly distributed over {0, 1}, and for b = 0,1,
let X, be a random variable taking values in .S, and assume that X, and B are
independent. Show that

IP[¢(X5) = Bl — 3| = $IP[@(Xo) = 11— P[@(X1) = 11| < 3A[Xo; X 1.

EXERCISE 8.62. Let X, Y be random variables taking values in a finite set .. For
an event B that occurs with non-zero probability, define the conditional statistical
distance

1
ALX;Y | B] :=§Z|P[X=S|B]—P[Y=S|B]|.
seS
Let {B;}cs be a finite, pairwise disjoint family of events whose union is /3. Show
that
A[X;Y | BIP[B] < Z A[X;Y | Bi]P[B;].
P[B;1#0
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EXERCISE 8.63. Let {®,},cg be a family of hash functions from .S to T, with
m = |T|. We say {®,},cr is e-variationally universal if ®4(s) is uniformly
distributed over T for each s € S, and A[®y(s');Y | Dy(s) = t] < € for each
s,s' € § with s # s and each t € T; here, H and Y are independent random
variables, with H uniformly distributed over R, and Y uniformly distributed over
T. Show that:

(a) if {®,},cg is pairwise independent, then it is O-variationally universal,

(b) if {®,},¢R is e-variationally universal, then it is (1/m + €)-almost strongly
universal;

(c) if {®,},er is e-almost universal, and {®/,}eg is an '-variationally uni-
versal family of hash functions from S’ to T’, where T C .S’, then
{CI)’r, o @} ,nerxr 18 an (g + €’)-variationally universal family of hash
functions from S to 7".

EXERCISE 8.64. Let {®,},cg be a family hash functions from S to T such that
(1) each @, maps S injectively into T, and (ii) there exists € € [0, 1] such that
A[®y(s); Pp(s')] < e for all 5,5 € S, where H is uniformly distributed over R.
Show that |R| > (1 — &)|.5].

EXERCISE 8.65. Let X and Y be random variables that take the same value
unless a certain event F occurs (i.e., X(w) = Y(w) for all @ € F). Show that
A[X; Y] < P[F].

EXERCISE 8.66. Let X and Y be random variables taking values in the interval
[0, 7]. Show that |[E[X] — E[Y]| < t- A[X;Y].

EXERCISE 8.67. Show that Theorem 8.33 is not true if we drop the independence
assumptions.

EXERCISE 8.68. Let .S be a set of size m > 1. Let F be a random variable that
is uniformly distributed over the set of all functions from .S into S. Let G be a
random variable that is uniformly distributed over the set of all permutations of .S.
Let sq,...,s, be distinct, fixed elements of .S. Show that

ALEGsD). . F(5,):Gsp).. . G(s,] < "= D).
2m

EXERCISE 8.69. Let m be a large integer. Consider three random experiments. In
the first, we generate a random integer X; between 1 and m, and then a random inte-
ger Y| between 1 and X;. In the second, we generate a random integer X, between
2 and m, and then generate a random integer Y, between 1 and X;. In the third,
we generate a random integer X3 between 2 and m, and then a random integer Y3
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between 2 and X3. Show that A[X|, Y; X3, Vo] = O(l/m) and A[X>, Y2, X3,Y3] =
O(log m/m), and conclude that A[X|, Y1; X3, Y3] = O(logm/m).

8.9 Measures of randomness and the leftover hash lemma ()

In this section, we discuss different ways to measure “how random” the distribution
of a random variable is, and relations among them.

Let X be a random variable taking values in a finite set .S of size m. We define
three measures of randomness:

1. the collision probability of X is Y\ ¢ P[X = s]%;
2. the guessing probability of X is max{P[X = s] : s € §};
3. the distance of X from uniform on S is % YeslPIX =s1—1/m|.

Suppose X has collision probability f, guessing probability y, and distance 6
from uniform on .S. If X’ is another random variable with the same distribution
as X, where X and X’ independent, then f = P[X = X’] (see Exercise 8.37). If Y
is a random variable that is uniformly distributed over .S, then 6 = A[X;Y]. If X
itself is uniformly distributed over S, then # = y = 1/m, and 6 = 0. The quantity
log,(1/y) is sometimes called the min entropy of X, and the quantity log,(1/f) is
sometimes called the Renyi entropy of X.

We first state some easy inequalities:

Theorem 8.35. Suppose X is a random variable that takes values in a finite set S
of size m. If X has collision probability f, guessing probability y, and distance 6
from uniform on .S, then:

i p=1/m;
(i) y»<P<y<1/m+6.

Proof. Part (i) is immediate from Exercise 8.37. The other inequalities are left as
easy exercises. [

This theorem implies that the collision and guessing probabilities are minimal
for the uniform distribution, which perhaps agrees with one’s intuition.

While the above theorem implies that § and y are close to 1/m when 6 is small,
the following theorem provides a converse:

Theorem 8.36. Suppose X is a random variable that takes values in a finite set S
of size m. If X has collision probability f, and distance 6 from uniform on .S, then

§< $y/mp—1.

Proof. We may assume that 6 > 0, since otherwise the theorem is already true,
simply from the fact that § > 1/m.
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For s € S, let p; := P[X = s]. We have § = 33 |p; — 1/ml, and hence
1 =) g5, where g5 := |p; — 1/m|/26. So we have

1 5 .
—< by E 8.36
— = Z q; (by Exercise )

452 Z(Ps - l/m)2

- 4_52<2 P - 1/"1) (again by Exercise 8.36)

E(ﬁ - 1/m),

from which the theorem follows immediately. O

We are now in a position to state and prove a very useful result which, intuitively,
allows us to convert a “low quality” source of randomness into a “high quality”
source of randomness, making use of an almost universal family of hash functions
(see end of §8.7).

Theorem 8.37 (Leftover hash lemma). Let {®,},cr be a (1 + a)/m-almost uni-
versal family of hash functions from S to T, where m := |T'|. Let H and X be
independent random variables, where H is uniformly distributed over R, and X
takes values in S. If p is the collision probability of X, and &' is the distance of
(H, ®4(X)) from uniform on R x T, then §' < %\/mﬂ + a.

Proof. Let ' be the collision probability of (H,®y(X)). Our goal is to bound f’
from above, and then apply Theorem 8.36 to the random variable (H, ®y(X)). To
this end, let £ := |R|, and suppose H' and X’ are random variables, where H' has
the same distribution as H, X’ has the same distribution as X, and H, H', X, X’ form
a mutually independent family of random variables. Then we have

B =Pl(H =H) N (Py(X) = P (X))]
= Pl(H = H) N (®y(X) = Oy (X")]

1
= - P[<I>H(X) = ®y(X")] (aspecial case of Exercise 8.15)

—

< —(P[X=X'1+ (1 +a)/m) (by Exercise 8.48)

C\

= —(mﬁ +1+a).
im
The theorem now follows immediately from Theorem 8.36. O

In the previous theorem, if {®,},cr is a universal family of hash functions, then
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we can take a« = 0. However, it is convenient to allow a > 0, as this allows for the
use of families with a smaller key set (see Exercise 8.52).

Example 8.42. Suppose S := {0,1}*190 T := {0,1}*%, and that {®,} e is
a universal family of hash functions from S to T. Suppose X and H are inde-
pendent random variables, where X is uniformly distributed over some subset .S’
of § of size > 2'%°, and H is uniformly distributed over R. Then the collision and
guessing probabilities of X are at most 27160, and so the leftover hash lemma (with
a = 0) says that the distance of (H,®y(X)) from uniform on R x T is &', where
§ < 14/2642-160 = 2=49_ By Theorem 8.32, it follows that the distance of ®(X)
from uniform on T is at most 8’ < 2™%°. O

The leftover hash lemma allows one to convert “low quality” sources of ran-
domness into “high quality” sources of randomness. Suppose that to conduct an
experiment, we need to sample a random variable Y whose distribution is uniform
on aset T of size m, or at least, its distance from uniform on 7 is sufficiently small.
However, we may not have direct access to a source of “real” randomness whose
distribution looks anything like that of the desired uniform distribution, but rather,
only to a “low quality” source of randomness. For example, one could model
various characteristics of a person’s typing at the keyboard, or perhaps various
characteristics of the internal state of a computer (both its software and hardware)
as a random process. We cannot say very much about the probability distribu-
tions associated with such processes, but perhaps we can conservatively estimate
the collision or guessing probabilities associated with these distributions. Using
the leftover hash lemma, we can hash the output of this random process, using
a suitably generated random hash function. The hash function acts like a “mag-
nifying glass”: it “focuses” the randomness inherent in the “low quality” source
distribution onto the set T, obtaining a “high quality,” nearly uniform, distribution
onT.

Of course, this approach requires a random hash function, which may be just as
difficult to generate as a random element of T'. The following theorem shows, how-
ever, that we can at least use the same “magnifying glass” many times over, with
the statistical distance from uniform of the output distribution increasing linearly
in the number of applications of the hash function.

Theorem 8.38. Let {®,},cr be a (1 + a)/m-almost universal family of hash
functions from S to T, where m := |T'|. Let H,Xy,...,X, be random vari-
ables, where H is uniformly distributed over R, each X; takes values in S, and
H,Xi,...,X, form a mutually independent family of random variables. If f is
an upper bound on the collision probability of each X;, and &' is the distance of
(H,®n(X1),...,®Py(X,)) from uniform on R x T*", then §' < %n\/mﬁ +a.
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Proof. LetY1,...,Y, be random variables, each uniformly distributed over T', and
assume that H, X1,...,X,,Y1,...,Y, form a mutually independent family of ran-
dom variables. We shall make a hybrid argument (as in the proof of Theorem 8.34).
Define random variables Zy, Z;, ..., Z, as follows:
ZO = (H9 (DH(X1)7 e ,(DH(Xn)),
Zi=H,Y1,.... Y, Ou4(Xit1), ..., P(X,)) fori=1,...,n—1,and
Z,:=(H,Y,....,Y).

&' = A[Zy; Z,]

< Z A[Z;—1;Z;] (by part (iv) of Theorem 8.30)

i=1

IA

n

ZA[ H7 Yla' DR Yi—17¢)H(Xi)7Xi+la' . -,Xn;
i=1 HaYl’---9Yi—1a Yi’ XH—I"'"X}'!]
(by Theorem 8.32)

n
= ) A[H,®y(X;);H.Y;] (by Theorem 8.33)

i=1
< %n\/mﬂ +a (by Theorem 8.37). O

Another source of “low quality” randomness arises in certain cryptographic
applications, where we have a “secret value” X, which is a random variable that
takes values in a set .S, and which has small collision or guessing probability. We
want to derive from X a “secret key”” whose distance from uniform on some speci-
fied “key space” T is small. Typically, T is the set of all bit strings of some given
length, as in Example 8.25. Theorem 8.38 allows us to do this using a “public”
hash function— generated at random once and for all, published for all to see, and
used over and over to derive secret keys as needed. However, to apply this theorem,
it is crucial that the secret values (and the hash key) are mutually independent.

EXERCISE 8.70. Consider again the situation in Theorem 8.37. Suppose that
T = {0,...,m — 1}, but that we would rather have a nearly uniform distribution
onT' = {0,...,m — 1}, for some m’ < m. While it may be possible to work with
a different family of hash functions, we do not have to if m is large enough with
respect to m’, in which case we can just use the value Y’ := ®y(X) mod m'. Show
that the distance of (H, Y’) from uniform on R x T" is at most %\/mﬂ +a+m/m.
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EXERCISE 8.71. Let {®,},cr be a (1 + a)/m-almost universal family of hash
functions from .S to T, where m := |T|. Suppose H, X, Y, Z are random variables,
where H is uniformly distributed over R, X takes values in .S, Y is uniformly dis-
tributed over T', and U is the set of values taken by Z with non-zero probability.
Assume that the family of random variables H, Y, (X, Z) is mutually independent.

(a) For u € U, define p(u) := Y (PIX =s|Z = ul>. Also, let p :=
Y Pw) P[Z = u]. Show that A[H, @y (X),Z;H,Y,Z] < %\/mﬂ’ +a.

(b) Suppose that X is uniformly distributed over a subset .S’ of .S, and that Z =
f(X) for some function f : S — U. Show that A[H, ®4(X),Z;H,Y,Z] <

IA/mIU/1S'| + a.

8.10 Discrete probability distributions

In addition to working with probability distributions over finite sample spaces, one
can also work with distributions over infinite sample spaces. If the sample space is
countable, that is, either finite or countably infinite (see §A3), then the distribution
is called a discrete probability distribution. We shall not consider any other types
of probability distributions in this text. The theory developed in §§8.1-8.5 extends
fairly easily to the countably infinite setting, and in this section, we discuss how
this is done.

8.10.1 Basic definitions

To say that the sample space (2 is countably infinite simply means that there is a
bijection f from the set of positive integers onto €2; thus, we can enumerate the
elements of Q as wy, w;, w3, ..., where w; := f(i).

As in the finite case, a probability distribution on £2 is a function P: 2 — [0, 1],
where all the probabilities sum to 1, which means that the infinite series 2;’21 P(w;)
converges to one. Luckily, the convergence properties of an infinite series whose
terms are all non-negative is invariant under a reordering of terms (see §A6), so it
does not matter how we enumerate the elements of Q.

Example 8.43. Suppose we toss a fair coin repeatedly until it comes up heads, and
let k be the total number of tosses. We can model this experiment as a discrete
probability distribution P, where the sample space consists of the set of all positive
integers: for each positive integer k, P(k) := 27%. We can check that indeed
Y275 =1, as required.

One may be tempted to model this experiment by setting up a probability dis-
tribution on the sample space of all infinite sequences of coin tosses; however,
this sample space is not countably infinite, and so we cannot construct a discrete
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probability distribution on this space. While it is possible to extend the notion of a
probability distribution to such spaces, this would take us too far afield. O

Example 8.44. More generally, suppose we repeatedly execute a Bernoulli trial
until it succeeds, where each execution succeeds with probability p > 0 independ-
ently of the previous trials, and let k be the total number of trials executed. Then
we associate the probability P(k) := ¢*~'p with each positive integer k, where
q = 1 — p, since we have k — 1 failures before the one success. One can easily
check that these probabilities sum to 1. Such a distribution is called a geometric
distribution. O

Example 8.45. The series Y., 1/ k3 converges to some positive number c. There-
fore, we can define a probability distribution on the set of positive integers, where
we associate with each k > 1 the probability 1/ck®. O

As in the finite case, an event is an arbitrary subset .A of £2. The probability P[.A]
of A is defined as the sum of the probabilities associated with the elements of A.
This sum is treated as an infinite series when A is infinite. This series is guaranteed
to converge, and its value does not depend on the particular enumeration of the
elements of A.

Example 8.46. Consider the geometric distribution discussed in Example 8.44,
where p is the success probability of each Bernoulli trial, and ¢ := 1 — p. For a
given integer i > 1, consider the event A that the number of trials executed is at
least i. Formally, A is the set of all integers greater than or equal to i. Intuitively,
P[.A] should be ¢'~!, since we perform at least i trials if and only if the first i — 1

trials fail. Just to be sure, we can compute
. . 1 .
_ _ k—=1_ _ i—1 k _ i—=1_ _ i1
P[A]—ZP(k)—Zq p=q""p) d"=q"p T4 O
k>i k>i k>0

It is an easy matter to check that all the statements and theorems in §8.1 carry
over verbatim to the case of countably infinite sample spaces. Moreover, Boole’s
inequality (8.6) and equality (8.7) are also valid for countably infinite families of
events:

Theorem 8.39. Suppose A := |J2, A;, where {A;}2, is an infinite sequence of
events. Then

(i) P[A] < X2, P[A;], and

(ii) P[A] = Y72, PLA;] if {A;}2, is pairwise disjoint.

Proof. As in the proof of Theorem 8.1, for w € Q2 and B C (2, define 6,[3] := 1 if
w € B, and 6,[B] := 0if w ¢ B. First, suppose that {.A;} 2, is pairwise disjoint.
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Evidently, §,[A] = Y2, 8w[A;] for each w € £, and so

= Y P@)3,lAl= Y P(w)Zé [A]

wEN wEeN
= Z Y P(@)6u[Ail = ZP
i=1 weN

where we use the fact that we may reverse the order of summation in an infinite
double summation of non-negative terms (see §A7). That proves (ii), and (i) fol-
lows from (ii), applied to the sequence {A;}2,, where A} := A; \ U’ ' A as
PLAl = X2, PLA] < B2, PLA;]L O

8.10.2 Conditional probability and independence

All of the definitions and results in §8.2 carry over verbatim to the countably
infinite case. The law of total probability (equations (8.9) and (8.10)), as well
as Bayes’ theorem (8.11), extend to families of events {1B;};c; indexed by any
countably infinite set /. The definitions of independent families of events (k-wise
and mutually) extend verbatim to infinite families.

8.10.3 Random variables

All of the definitions and results in §8.3 carry over verbatim to the countably infi-
nite case. Note that the image of a random variable may be either finite or countably
infinite. The definitions of independent families of random variables (k-wise and
mutually) extend verbatim to infinite families.

8.10.4 Expectation and variance

We define the expected value of a real-valued random variable X exactly as in
(8.18); that is, E[X] := ) X(w)P(w), but where this sum is now an infinite
series. If this series converges absolutely (see §A6), then we say that X has finite
expectation, or that E[X] is finite. In this case, the series defining E[X] converges
to the same finite limit, regardless of the ordering of the terms.

If E[X] is not finite, then under the right conditions, E[X] may still exist, although
its value will be +oo0. Consider first the case where X takes only non-negative
values. In this case, if E[X] is not finite, then we naturally define E[X] := oo, as the
series defining E[X] diverges to oo, regardless of the ordering of the terms. In the
general case, we may define random variables X* and X~, where

Xt (w) := max {0, X(w)} and X (@) := max{0, —X(w)},
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so that X = X* — X~, and both X* and X~ take only non-negative values. Clearly,
X has finite expectation if and only if both X* and X~ have finite expectation.
Now suppose that E[X] is not finite, so that one of E[X*] or E[X™] is infinite. If
E[X*] = E[X"] = oo, then we say that E[X] does not exist; otherwise, we define
E[X] := E[XT]—E[X "], which is o0; in this case, the series defining E[X] diverges
to +oo, regardless of the ordering of the terms.

Example 8.47. Let X be a random variable whose distribution is as in Exam-
ple 8.45. Since the series > 72, 1/ k? converges and the series >, 1/k diverges,
the expectation E[X] is finite, while E[X?] = c. One may also verify that the
random variable (—1)XX? has no expectation. O

All of the results in §8.4 carry over essentially unchanged, although one must
pay some attention to “‘convergence issues.”

If E[X] exists, then we can regroup the terms in the series ), X(w) P(w), with-
out affecting its value. In particular, equation (8.19) holds provided E[X] exists,
and equation (8.20) holds provided E[ f(X)] exists.

Theorem 8.14 still holds, under the additional hypothesis that E[X] and E[Y] are
finite. Equation (8.21) also holds, provided the individual expectations E[X;] are
finite. More generally, if E[X] and E[Y] exist, then E[X + Y] = E[X] + E[Y], unless
E[X] = oo and E[Y] = —o0, or E[X] = —o0 and E[Y] = o0. Also, if E[X] exists,
then E[aX] = a E[X], unless a = 0 and E[X] = *o0.

One might consider generalizing (8.21) to countably infinite families of ran-
dom variables. To this end, suppose {X;}:Z, is an infinite sequence of real-valued
random variables. The random variable X := 2;’21 X; is well defined, provided
the series 221 Xi(w) converges for each @ € . One might hope that E[X] =
Z;’Zl E[X;]; however, this is not in general true, even if the individual expectations,
E[X;], are non-negative, and even if the series defining X converges absolutely for
each w; nevertheless, it is true when the X;’s are non-negative:

Theorem 8.40. Let {X;}, be an infinite sequence of random variables. Suppose
that for each i > 1, X; takes non-negative values only, and has finite expectation.
Also suppose that Y2, X;(w) converges for each w € Q, and define X := Y2 X;.
Then we have

E[X] = Z ELX;].
i=1

Proof. This is a calculation just like the one made in the proof of Theorem 8.39,
where, again, we use the fact that we may reverse the order of summation in an
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infinite double summation of non-negative terms:

EIX] = ) P(@)X(@) = ), P(®) ) Xi(w)
we weQ i=1
=) ) P@)Xi(w) = Y EIXi]. O
i=1 we i=1

Theorem 8.15 holds under the additional hypothesis that E[X] and E[Y] are finite.
Equation (8.22) also holds, provided the individual expectations E[X;] are finite.
Theorem 8.16 still holds, of course. Theorem 8.17 also holds, but where now the
sum may be infinite; it can be proved using essentially the same argument as in the
finite case, combined with Theorem 8.40.

Example 8.48. Suppose X is a random variable with a geometric distribution, as
in Example 8.44, with an associated success probability p and failure probabil-
ity ¢ :== 1 — p. As we saw in Example 8.46, for every integer i > 1, we have
P[X > i] = ¢"~!. We may therefore apply the infinite version of Theorem 8.17 to
easily compute the expected value of X:

E[X]= ) PIX>i]= o L1 g
Example 8.49. To illustrate that Theorem 8.40 does not hold in general, consider
the geometric distribution on the positive integers, where P(j) = 27/ for j > 1.
For i > 1, define the random variable X; so that X;(i) = 2/, X;(i + 1) = =2/*!,
and X;(j) = O for all j ¢ {i,i + 1}. Then E[X;] = O for all i > 1, and so
Y>> EIXil = 0. Now define X := )., X;. This is well defined, and in fact
X(1) = 2, while X(j) = 0 forall j > 1. Hence E[X] = 1. O

The variance Var[X] of X exists only when y := E[X] is finite, in which case
it is defined as usual as E[(X — u)?], which may be either finite or infinite. Theo-
rems 8.18, 8.19, and 8.20 hold provided all the relevant expectations and variances
are finite.

The definition of conditional expectation carries over verbatim. Equation (8.23)
holds, provided E[X | BB] exists, and the law of total expectation (8.24) holds, pro-
vided E[X] exists. The law of total expectation also holds for a countably infinite
partition {5, };er, provided E[X] exists, and each of the conditional expectations
E[X | 3;] is finite.



8.11 Notes 275

8.10.5 Some useful bounds

All of the results in this section hold, provided the relevant expectations and vari-
ances are finite.

EXERCISE 8.72. Let {A4;}, be a family of events, such that A; C A;1 for each
i>1,andlet A := |J72, A;. Show that P[A] = lim;_o P[A;].

EXERCISE 8.73. Generalize Exercises 8.6, 8.7, 8.23, and 8.24 to the discrete set-
ting, allowing a countably infinite index set I.

EXERCISE 8.74. Suppose X is a random variable taking positive integer values,
and that for some real number ¢, with 0 < ¢ < 1, and for all integers i > 1, we
have P[X > i] = ¢'~!. Show that X has a geometric distribution with associated
success probability p :=1 — g.

EXERCISE 8.75. This exercise extends Jensen’s inequality (see Exercise 8.25) to
the discrete setting. Suppose that f is a convex function on an interval I. Let X
be a random variable whose image is a countably infinite subset of I, and assume
that both E[X] and E[ f(X)] are finite. Show that E[f(X)] > f(E[X]). Hint: use
continuity.

EXERCISE 8.76. A gambler plays a simple game in a casino: with each play of
the game, the gambler may bet any number m of dollars; a fair coin is tossed, and
if it comes up heads, the casino pays m dollars to the gambler, and otherwise, the
gambler pays m dollars to the casino. The gambler plays the game repeatedly,
using the following strategy: he initially bets a dollar, and with each subsequent
play, he doubles his bet; if he ever wins, he quits and goes home; if he runs out of
money, he also goes home; otherwise, he plays again. Show that if the gambler has
an infinite amount of money, then his expected winnings are one dollar, and if he
has a finite amount of money, his expected winnings are zero.

8.11 Notes

The idea of sharing a secret via polynomial evaluation and interpolation (see Exam-
ple 8.28) is due to Shamir [90].
Our Chernoff bound (Theorem 8.24) is one of a number of different types of
bounds that appear in the literature under the rubric of “Chernoft bound.”
Universal and pairwise independent hash functions, with applications to hash
tables and message authentication codes, were introduced by Carter and Weg-
man [25, 105]. The notions of e-almost universal and e-almost strongly universal
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hashing were developed by Stinson [101]. The notion of e-variationally universal
hashing (see Exercise 8.63) is from Krovetz and Rogaway [57].

The leftover hash lemma (Theorem 8.37) was originally stated and proved by
Impagliazzo, Levin, and Luby [48], who use it to obtain an important result in the
theory of cryptography. Our proof of the leftover hash lemma is loosely based on
one by Impagliazzo and Zuckermann [49], who also present further applications.



